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Styrelsen for Bostadsrittsforeningen Hoderskrapan far harmed avge arsredovisning for rakenskapsaret
2023.

Arsredovisningen ir upprittad i svenska kronor, SEK. Om inte annat sirskilt anges, redovisas alla belopp
1 hela kronor (kr). Uppgifter inom parentes avser foregéende ér.

Forvaltningsberattelse

Information om verksamheten

Foreningen bildades 2017 infor uppforandet av ett flerfamiljshus pa fastigheten Hoder 9. Foreningens
huvudsakliga andamal dr att i foreningens hus uppléta bostadsrittslagenheter for permanent boende &t
foreningens medlemmar. Foreningens gillande stadgar registrerades hos Bolagsverket 2017-09-21 och
Ekonomisk plan registrerades av Bolagsverket 2022-01-04.

Foreningen beskattas som en dkta bostadsrittsforening.

Foreningen har sitt séite i Skelleftea.

Styrelsen och 6vriga funktionirer

Stimman valde forutom nedanstdende ledaméter dven Carolina Flodin som under hosten 2023 valde att
lamna sitt uppdrag som ledamot samt ordférande Anders Lundstrom har under varen 2024 ocksé valt att
avga. Styrelsen tog dé in Jonas Edberg och Jonas Nygren som ordinarie ledamoter i deras stéllen.

Ordinarie styrelseledaméter Valda t.o.m. drsstimman
Peter Falkman 2024
Maria Wikstrém 2024
Kjell Dahnelius 2024
Robert Lundqvist 2024
Jonas Edberg 2024
Jonas Nygren 2024
Ordinarie revisorer Valda t.o.m. drsstimman
Magnus Orregard 2024
Valberedning Valda t.o.m. drsstimman
Lena Drugge Sammankallande 2024
Roger Hansson 2024
Fastigheter

Fastighet: Hoder 9

Byggnadsar: 2022

Tomtareral: 1 136 kvm. Tomten 4gs av foreningen.
Boarea: 3 646 kvm

Lokalarea: 0 kvm.

Foreningens hus bestér av 41 lagenheter med hiss, samtligar 4r upplatna med bostadsritt. Féreningens
fastighet bestar av 1 st flerfamiljshus med 8 vaningar. Kéllarplan med teknikrum for elcentraler, vs,
ventilation och kyla samt forrad. Till fastigheten hor ocksé garageplan under marknivé med 24 bilplatser,
varav 2 st med laddstolpe. Foreningen hyr dven 4 st bilplatser i Arkaden.

Bostadsrittsldgenheterna har adresserna Kopmangatan 14 A-C.
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Bostider
Antal Typ Total yta
6 st 2 rok 434,5 kvm
18 st 3 rok 1 402,3 kvm
15 st 4 rok 1516,8 kvim
2 st 5 rok 292,4 kvm
Forvaltning

For ekonomisk forvaltning och fastighetsskotsel ansvarar Nordvestor Forvaltning AB, Skelleftea.

Avtal

Hisservice Kone Care

Ekonomisk forvaltning Nordvestor Forvaltning AB
Teknisk service Nordvestor Forvaltning AB
Atervinning Ragn-Sells AB

Fiberanslutning via Skellefted Kraft fibernét finns till varje lagenhet.

Foreningen saknar underhallsplan. Avséttning till framtida underhéll gors utifrdn ekonomisk plan.
Foreningen hade fram till och med juni 2023 en interimsstyrelse bestdende av anstéllda hos entrependren,
samt en som dr anstilld hos framtida forvaltaren Nordvestor Forvaltning AB. Foreningsstyrelsen som
utsdgs av stimman i juni kommer sa snart de har mojlighet att ta fram en underhallsplan. Eftersom
fastigheten dr nybyggd och en del aterstar att tgérda fran entreprenoren sa har arbetet med det haft hore
prioritet &n en langsiktig underhéllsplan men styrelsen forstér och inser den langsiktiga vikten i att ha en
upprittad plan som f6ljs och uppdateras.

Fastigheten ar fullvardesforsidkrad i Lansforsdkringar. Forsdkringen inkluderar bostadsrattstillagg.

Visentliga hindelser under rikenskapsaret

Vid arsstdmman i juni lamnades foreningen Over till av medlemmarna vald styrelse. Dessa har under
hosten paborjat arbetet med att fa entreprendren att atgérda det kvarvarande arbetet pa fastigheten utifran
slutbesiktningsprotokoll och dvriga inrapporterade fel fran boende i fastigheten.

Foreningen har, som andra under aret drabbats hart av stigande réntor och pé grund av inflation, kraftigt
okade driftskostnader. Styrelsen tog darfor beslut vid budgetméte i december om att 6ka &rsavgifterna
med 2,5% fran 1 januari 2024 samt &dven sénka amorteringarna till 1% for att 6ka upp likviditeten
kortsiktigt.

Medlemsinformation

Férdndringar i medlemsantalet 2023 2022
Antal medlemmar vid rdkenskapsarets borjan 64 0
Antal tillkommande medlemmar under aret 10 74
Antal avgdende medlemmar under aret -9 -10
Antal medlemmar vid rikenskapsarets slut 65 64

6 lagenhetsoverlatelser har gjorts under rakenskapsaret.
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Foreningens ekonomi
2022 var foreningens forsta ar. Inflyttningen skedde i februari s& samtliga intikter och kostnader for 2022
avser 11 ménader.

Flerarsoversikt (Tkr) 2023 2022
Nettoomséttning 3092 2592
Resultat efter finansiella poster -1362 692
Eget kapital 114 894 116 256
Soliditet (%) 68,9 68,9
Arsavgift kr/kvm 740 617
Arsavgifternas % av intikterna 87,3 86,8
Skuldséttning kr/kvm 12 922 13070
Sparande kr/kvm 169 190
Réntekénslighet (%) 17,5 21,2
Energikostnad kr/kvm 180 188
Avskrivningar kr/kvm 543 0

For definitioner av nyckeltal, se Redovisnings- och virderingsprinciper.

Ungefirliga riktviarden for nyckeltalen:

Arsavgift kr/kvm: 600 kr/kvm 1ag och 1 000 kr/kvm hog
Skuldséttning kr/kvm: 5 000 kr/kvm lag och 6ver 10 000 kr/kvm hog
Sparande kr/kvm: <120 kr/kvm &r lagt och >300 kr/kvm ar hogt
Réntekénslighet %: <5% ar lagt och >9 ar hogt

Energikostnad kr/kvm: Normalt virde &r ca 200 kr/kvm

Samtliga nyckeltal per kvm ar berdknade pa boarea eftersom foreningen enbart bestér av bostadsrétter.

Upplysning vid forlust

Arets resultat &r en forlust. Den storsta orsaken till detta ir 6kade rintekostnader samt i dvrigt Skade
driftskostnader pé grund av hog inflation. I samband med omférhandlingen av ett 14n under véren tog
styrelsen beslut om att 6ka arsavgifterna med 20% frén och med 1 juli 2023 da de inség att detta
behovdes for att klara likviditeten med de 6kade rantekostnderna. For att forsatt hinga med i den
ekonomiska utvecklingen samt for att kunna finansiera framtida ekonomiska &taganden, inkluderat
underhall och renoveringsbehov sa beslutade styrelsen under hdsten om en 6kning av arsavgifterna med
2,5% fran 1 januari 2024, i samband med detta tog dven styrelsen beslutet att sdnka amorteringarna till
0,8% under ndrmsta &ret for att 6ka likviditeten kortsiktigt. 1% amortering kommer att bli normal
amorteringstakt inom 1-2 ar.

Forhoppningen och framtidstron ér att rantorna till 2025 kommer att ddmpas nigot samt att 6kningarna
av driftskostnaderna inte kommer att bli lika kraftiga.

Forindringar i eget kapital

Medlems- Upplatelse- Fond for yttre Balanserat Arets Totalt
insatser avgift underhall resultat resultat
Belopp vid arets ingéng 79 132785 36433 215 0 -1 606 691974 116 256 368
Disposition av foregdende
ars resultat: 164 070 527 904 -691 974 0
Arets resultat -1362272 -1362272

Belopp vid drets utgdng 79 132 785 36 433 215 164 070 526298 -1362272 114894 096



Bostadsrittsforeningen Hoderskrapan
Org.nr 769635-3262

Forslag till behandling av ansamlad forlust

Styrelsen foreslar att den ansamlade forlusten (kronor):

balanserad vinst
arets forlust

behandlas sa att
Avsittning till underhéllsfond enligt ekonomisk plan
i ny rdkning 6verfores

Foreningens resultat och stéllning i 6vrigt framgéar av efterfoljande resultat- och balansrédkning samt

kassaflodesanalys med noter.

526 297
-1362 272
-835 975

164 070
-1 000 045
-835975

5(14)
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Resultatrikning Not ;g;gggi

Rorelsens intikter
Arsavgifter och hyror 2 3092134
3092134

Rorelsens kostnader

Driftskostnader 3 -1 098 299
Ovriga kostnader 4 -142 634
Avskrivningar av materiella anldggningstillgangar -1978 213
-3 219 146
Rorelseresultat -127 012
Resultat fran finansiella poster
Ovriga rinteintéikter och liknande resultatposter 74 230
Réntekostnader och liknande resultatposter -1309 490
-1 235260
Resultat efter finansiella poster -1362 272
Resultat fore skatt -1362 272

Arets resultat -1362272

6 (14)

2022-01-01
-2022-12-31

2592 245
2592 245

-1 050 568
-137 212
0

-1 187 780
1 404 465

31313
-743 804
-712 491

691 974

691 974

691 974
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Balansrikning Not

TILLGANGAR
Anliggningstillgangar
Materiella anliggningstillgdangar

Byggnader och mark 5
Péagéende nyanldggningar 6

Finansiella anliggningstillgangar

Andra langfristiga vardepappersinnehav 7
Summa anliggningstillgingar

Omsiittningstillgadngar

Kortfristiga fordringar

Avgifts- och hyresfordringar
Forutbetalda kostnader och upplupna intékter

Kassa och bank
Summa omséttningstillgingar

SUMMA TILLGANGAR

2023-12-31

161 613 821
0
161 613 821

25 000
25000
161 638 821

50
66 442
66 492

4939 742
5006 234

166 645 055

7(14)

2022-12-31

0
163 592 034
163 592 034

25000
25000
163 617 034

5134
127 012
132 146

4 864 868
4997 014

168 614 048
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Balansrikning

EGET KAPITAL OCH SKULDER

Eget kapital

Bundet eget kapital
Medlemsinsatser
Uppatelseavgifter

Fond for yttre underhall

Fritt eget kapital
Balanserad vinst eller forlust
Arets resultat

Summa eget kapital

Langfristiga skulder
Skulder till kreditinstitut
Summa lingfristiga skulder

Kortfristiga skulder

Skulder till kreditinstitut

Leverantorsskulder

Ovriga skulder

Upplupna kostnader och forutbetalda intékter
Summa kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

Not

10

2023-12-31

79 132 785
36 433 215
164 070
115730 070

526 297
-1362 272
-835 975
114 894 095

31120 000
31120 000

15992 371
198 483

4 050 270
389 836
20 630 960

166 645 055
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2022-12-31

79 132 785
36 433 215
0

115 566 000

-1 606

691 974
690 368
116 256 368

31 440 000
31 440 000

16 212 536
311 340
4050 270
343 534
20917 680

168 614 048
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Kassaflodesanalys
Den lopande verksamheten

Resultat efter finansiella poster
Justeringar for poster som inte ingar i kassaflodet

Kassaflode fran den lopande verksamheten fore

fordndring av rorelsekapital

Kassaflode fran fordndring av rorelsekapitalet
Fordndring av kundfordringar

Foréndring av kortfristiga fordringar

Forandring av leverantorsskulder

Forandring av kortfristiga skulder

Kassaflode fran den lopande verksamheten

Investeringsverksamheten

Investeringar i materiella anldggningstillgdngar
Investeringar i finansiella anldggningstillgangar
Kassaflode fran investeringsverksamheten

Finansieringsverksamheten

Insatser och upplatelseavgifter

Upptagna lan

Amortering av lan

Kassaflode fran finansieringsverksamheten

Arets kassaflode
Likvida medel vid arets borjan

Likvida medel vid arets borjan
Likvida medel vid arets slut

Not 2023-01-01
-2023-12-31

-1362272
1978 213

615 941

5084
60 570
-112 857
46 301
615 039

S O

0
0
-540 165
-540 165

74 874

4 864 868
4939 742
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2022-01-01
-2022-12-31

691 974
0

691 974

-5134
-127 012
311 340

1774 530
2 645 698

-161 105 856
-25 000
-161 130 856

115 566 000
40012 626
-360 090
155 218 536

-3266 622

8131491
4 864 869
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Noter

Not 1 Redovisnings- och virderingsprinciper

Allméinna upplysningar
Arsredovisningen ir upprittad i enlighet med rsredovisningslagen och BFNAR 2012:1 Arsredovisning
och koncernredovisning (K3).

Redovisningsprinciperna ér oférindrade jamfort med foregéende ar.

Intiktsredovisning

Intdkter har tagits upp till verkligt véirde av vad som erhéllits eller kommer att erhéllas och redovisas i
den omfattning det dr sannolikt att de ekonomiska férdelarna kommer att tillgodogdras bolaget och
intdkterna kan berdknas pé ett tillforlitligt sétt.

Fond for yttre underhall
Reservering for framtida underhall av foreningens fastigheter sker genom resultatdisposition enligt
foreningens ekonomiska plan.

Anliggningstillgingar
Materiella anlédggningstillgangar redovisas till anskaffningsviarde minskat med ackumulerade
avskrivningar enligt plan och eventuella nedskrivningar.

Avskrivning sker linjart 6ver den férviantade nyttjandeperioden med hénsyn till visentligt restvarde.
Foljande avskrivningsprocent tilldmpas:

Byggnader 1,58%

Komponentindelning

Materiella anlédggningstillgdngar har delats upp pa komponenter nir komponenterna ar betydande och nar
komponenterna har visentligt olika nyttjandeperioder. Nér en komponent i en anldggningstillgéng byts
ut, utrangeras eventuell kvarvarande del av den gamla komponenten och den nya komponentens
anskaffningsvérde aktiveras. Utgifter for 16pande reparationer och underhéll redovisas som kostnader.

Laneutgifter
De laneutgifter som uppkommer da foretaget 1dnar kapital kostnadsfors i resultatrdkningen i den period
de uppstar.

Skatter

Eftersom foreningen hyr ut mer &n 60 % av aktuellt fastighetsinnehav till egna medlemar beskattas
foreningen som en privatbostadsforetag (dkta bostadsrittsforening). Intdkter som hor till fastigheten tas
inte upp till beskattning och kostnader som hor till fastigheten far inte dras av fran intékterna. Intékter
som inte hor till fastigheten skall tas upp i1 inkomstslaget néringsverksamhet. Féreningen ska ta upp och
beskattas for kapitalintékter. Kapitalkostnader skall dras av savida de inte hor till fastigheten.

Kassaflodesanalys
Kassaflodesanalysen upprittas enligt indirekt metod. Det redovisade kassaflodet omfattar endast

transaktioner som medfort in- eller utbetalningar.

Som likvida medel klassificerar foretaget, forutom kassamedel, disponibla tillgodohavanden hos banker
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och andra kreditinstitut samt kortfristiga likvida placeringar som ar noterade pa en marknadsplats och har
en kortare 10ptid 4n tre manader fran anskaffningstidpunkten. Fordndringar i sparrade medel redovisas i
investeringsverksamheten.

Nyckeltalsdefinitioner
Nettoomséttning
Rorelsens huvudintikter, fakturerade kostnader, sidointékter samt intéktskorrigeringar.

Resultat efter finansiella poster
Resultat efter finansiella intdkter och kostnader men fore bokslutsdispositioner och skatter.

Eget kapital
Foretagets nettotillgangar, dvs skillnaden mellan tillgdngar och skulder.

Soliditet (%)
Justerat eget kapital (eget kapital och obeskattade reserver med avdrag for uppskjuten skatt) i procent av
balansomslutning.

Arsavgift kr/kvm
Arsavgifterna dividerat med antalet kvadratmeter upplaten med bostadsritt.

Arsavgifternas % av intikterna
Arsavgifterna i procent av bostadsrittsforeningens totala rorelseintikter.

Skuldséttning kr/kvm
Réntebirande skulder pé balansdagen dividerat med summan av antalet kvadratmeter upplatna med
bostadsritt och antalet kvadratmeter upplatna med hyresritt.

Sparande kr/kvm

Justerat resultat dividerat med summan av antalet kvadratmeter upplatna med bostadsrétt och antalet
kvadratmeter upplatna med hyresritt. Med justerat resultat avses érets resultat 6kat med arets
avskrivningar, arets kostnad for utrangeringar och arets kostnad for planerat underhall. Intékter eller
kostnader som &r vésentliga och som inte 4r en del av den normala verksamheten ska dras av respektive
laggas till.

Réntekénslighet (%)
Foreningens rantebérande skulder dividerat med foreningens intékter fran arsavgifter.

Energikostnad kr/kvm

Bostadsrittsforeningens kostnader for virme, el och vatten dividerat med summan av antalet
kvadratmeter for samtliga ytor, bade ytor upplatna med bostadsrétt och antalet kvadratmeter upplétna
med hyresrétt.

Not 2 Arsavgifter och hyror

2023 2022
Arsavgifter bostider 2 698 506 2248 774
Hyresintékter garage och p-platser 359 675 290 830
Ovriga fakturerade intikter (finns motsvarande kostnad) 33953 52 641

3092134 2592 245
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I foreningens arsavgifter ingar virme, kall- och varmvatten. Medlemmarna har eget abonnemang pa

hushallsel, tv och bredband samt fiber.

Not 3 Driftskostnader

Fastighetsskdtsel inkl materialkostnad
Stad

Hiss, rep och service
Garagehyra, Arkaden
Reparationer

Fastighetsel

Bygg-el, vidarefakturerat
Fjarrvirme

Vatten

Sophédmtning
Fastighetsforsakring
Fastighetsstyrning 10 Mbit

Not 4 Ovriga kostnader

Revisionsarvoden
Ekonomisk forvaltning
Bankavgifter

Ovriga forvaltningskostnader

Not 5 Byggnader och mark

Ingéende anskaffningsvirden
Inko6p
Utgdende ackumulerade anskaffningsvérden

Ingaende avskrivningar
Arets avskrivningar

Utgdende ackumulerade avskrivningar

Utgaende redovisat virde

2023
134 973
41 940
25 148
61 845
16 433
176 455
0
323747
157 232
115413
41 263
3 849
1098 298

2023
2000
123 881
7203
9550
142 634

2023-12-31

0
163 592 034
163 592 034

0

-1978 213
-1978 213

161 613 821

2022
147 024
47 450
21 258
38720
21272
150 177
8 806
315375
210 467
52 445
34512
3062

1 050 568

2022

0

129 903
7309

0

137 212

2022-12-31

(e}
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Not 6 Pigiende nyanliggningar och forskott avseende materiella anliggningstillgingar

Ingaende anskaffningsvirden
Inko6p
Omklassificeringar

Utgidende ackumulerade anskaffningsvirden

Utgidende redovisat virde

Not 7 Andra lingfristiga virdepappersinnehav

Ingéende anskaffningsvirden
Ink6p

Utgdende ackumulerade anskaffningsvérden

Utgaende redovisat virde

Not 8 Fond for yttre underhall

Reservering enligt ekonomisk plan, 45 kr per kvm boarea

Not 9 Langfristiga skulder

Skulder som ska betalas senare dn fem ar efter balansdagen

Not 10 Skulder som avser flera poster

2023-12-31
163 592 034
0

-163 592 034
0

2023-12-31
25000

0

25000

25000

2023-12-31

164 070

164 070

2023-12-31

29 840 000
29 840 000

2022-12-31
2486 178
161 105 856
0

163 592 034

163 592 034

2022-12-31
0

25000
25000

25000

2022-12-31

0
0

2022-12-31

30 160 000
30 160 000

Foretaget har samtliga skulder i Nordea Hypotek foretagsldan med foljande belopp och réntesatser:

Skuld
15 720 000 kr

Kreditnummer
397582 76115

3975 8276123 15720 000 kr
3975 83 28727 7 806 163 kr
3975 83 40522 7 866 208 kr

Rénta
2,26%
2,5%
4,1%
4,46%

Villkorséndringsdag

2025-03-19
2027-03-17
2024-03-28
2024-03-28

Den totala skulden pa 47 112 371 kronor redovisas under foljande poster i balansrakningen.

Léngfristiga skulder
Ovriga skulder till kreditinstitut

2023-12-31

31120 000
31120 000

2022-12-31

31440 000
31 440 000
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Kortfristiga skulder
Varav amorteringar under 2024
Omsittning 1an under 2024

Not 11 Stallda sikerheter

Fastighetsinteckning

560 180
15432 191
15992 371

2023-12-31

48 012 626
48 012 626

Resultat- och balansridkning kommer att foreldggas pd arsstimma for faststillelse.

Den dag som framgar av min elektroniska underskrift

Peter Falkman
Ordforande

Robert Lundkvist

Jonas Edberg

Min revisionsberéttelse har 1amnats den dag som framgar av min elektroniska underskrift

Magnus Orregard

Kjell Dahnelius

Maria Wikstrom

Jonas Nygren
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480 120
15732 416
16 212 536

2022-12-31

48 012 626
48 012 626
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2024-05-29 16:46 Avtalet signerat av ROBERT LUNDKVIST, 198205237855. |P: 195.198.194.87
2024-05-29 17:16 Avtalet signerat av JONAS EDBERG, 198004148535. |P: 195.167.35.18
2024-05-30 09:14 Avtalet signerat av KJELL DAHNELIUS, 194608281095. |P: 78.77.199.89
2024-05-30 09:34 Avtalet signerat av PETER FALKMAN, 197104028555. 1P: 192.36.10.8




Handel ser
2024-05-30

10:04 Avtalet signerat av Erik Magnus Orregard, 196603171676.
Avtalet dutet, alla parter har signerat. I1P; 185.88.112.92

Verifikat utférdat av Egreement AB

Detta verifikat bekraftar vilka parter som har slutit avtalet ovan och innehaller relevant information for att verifiera avtalsparternas
identitet samt relevanta handelser i anslutning till avtalssigneringen. Till dettaavtal finns separata datafiler bifogade, som innehaller
kompletterande information av teknisk karaktér och styrker dokumentens och signaturernas &kthet och validitet (for &tkomst till filerna,
anvand en PDF-l4sare som kan visa bifogade filer). Hash &r ett fingeravtryck som varje individuellt dokument far for att sakerstélla dess
identitet. For mer information, se bifogad dokumentation.

Verifikation, version: 1.3





Arsredovisning

for

Bostadsrattsforeningen Hoderskrapan

769635-3262

Rikenskapséret

2023
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Styrelsen for Bostadsrittsforeningen Hoderskrapan far harmed avge arsredovisning for rakenskapsaret
2023.

Arsredovisningen ir upprittad i svenska kronor, SEK. Om inte annat sirskilt anges, redovisas alla belopp
1 hela kronor (kr). Uppgifter inom parentes avser foregéende ér.

Forvaltningsberattelse

Information om verksamheten

Foreningen bildades 2017 infor uppforandet av ett flerfamiljshus pa fastigheten Hoder 9. Foreningens
huvudsakliga andamal dr att i foreningens hus uppléta bostadsrittslagenheter for permanent boende &t
foreningens medlemmar. Foreningens gillande stadgar registrerades hos Bolagsverket 2017-09-21 och
Ekonomisk plan registrerades av Bolagsverket 2022-01-04.

Foreningen beskattas som en dkta bostadsrittsforening.

Foreningen har sitt séite i Skelleftea.

Styrelsen och 6vriga funktionirer

Stimman valde forutom nedanstdende ledaméter dven Carolina Flodin som under hosten 2023 valde att
lamna sitt uppdrag som ledamot samt ordférande Anders Lundstrom har under varen 2024 ocksé valt att
avga. Styrelsen tog dé in Jonas Edberg och Jonas Nygren som ordinarie ledamoter i deras stéllen.

Ordinarie styrelseledaméter Valda t.o.m. drsstimman
Peter Falkman 2024
Maria Wikstrém 2024
Kjell Dahnelius 2024
Robert Lundqvist 2024
Jonas Edberg 2024
Jonas Nygren 2024
Ordinarie revisorer Valda t.o.m. drsstimman
Magnus Orregard 2024
Valberedning Valda t.o.m. drsstimman
Lena Drugge Sammankallande 2024
Roger Hansson 2024
Fastigheter

Fastighet: Hoder 9

Byggnadsar: 2022

Tomtareral: 1 136 kvm. Tomten 4gs av foreningen.
Boarea: 3 646 kvm

Lokalarea: 0 kvm.

Foreningens hus bestér av 41 lagenheter med hiss, samtligar 4r upplatna med bostadsritt. Féreningens
fastighet bestar av 1 st flerfamiljshus med 8 vaningar. Kéllarplan med teknikrum for elcentraler, vs,
ventilation och kyla samt forrad. Till fastigheten hor ocksé garageplan under marknivé med 24 bilplatser,
varav 2 st med laddstolpe. Foreningen hyr dven 4 st bilplatser i Arkaden.

Bostadsrittsldgenheterna har adresserna Kopmangatan 14 A-C.
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Bostider
Antal Typ Total yta
6 st 2 rok 434,5 kvm
18 st 3 rok 1 402,3 kvm
15 st 4 rok 1516,8 kvim
2 st 5 rok 292,4 kvm
Forvaltning

For ekonomisk forvaltning och fastighetsskotsel ansvarar Nordvestor Forvaltning AB, Skelleftea.

Avtal

Hisservice Kone Care

Ekonomisk forvaltning Nordvestor Forvaltning AB
Teknisk service Nordvestor Forvaltning AB
Atervinning Ragn-Sells AB

Fiberanslutning via Skellefted Kraft fibernét finns till varje lagenhet.

Foreningen saknar underhallsplan. Avséttning till framtida underhéll gors utifrdn ekonomisk plan.
Foreningen hade fram till och med juni 2023 en interimsstyrelse bestdende av anstéllda hos entrependren,
samt en som dr anstilld hos framtida forvaltaren Nordvestor Forvaltning AB. Foreningsstyrelsen som
utsdgs av stimman i juni kommer sa snart de har mojlighet att ta fram en underhallsplan. Eftersom
fastigheten dr nybyggd och en del aterstar att tgérda fran entreprenoren sa har arbetet med det haft hore
prioritet &n en langsiktig underhéllsplan men styrelsen forstér och inser den langsiktiga vikten i att ha en
upprittad plan som f6ljs och uppdateras.

Fastigheten ar fullvardesforsidkrad i Lansforsdkringar. Forsdkringen inkluderar bostadsrattstillagg.

Visentliga hindelser under rikenskapsaret

Vid arsstdmman i juni lamnades foreningen Over till av medlemmarna vald styrelse. Dessa har under
hosten paborjat arbetet med att fa entreprendren att atgérda det kvarvarande arbetet pa fastigheten utifran
slutbesiktningsprotokoll och dvriga inrapporterade fel fran boende i fastigheten.

Foreningen har, som andra under aret drabbats hart av stigande réntor och pé grund av inflation, kraftigt
okade driftskostnader. Styrelsen tog darfor beslut vid budgetméte i december om att 6ka &rsavgifterna
med 2,5% fran 1 januari 2024 samt &dven sénka amorteringarna till 1% for att 6ka upp likviditeten
kortsiktigt.

Medlemsinformation

Férdndringar i medlemsantalet 2023 2022
Antal medlemmar vid rdkenskapsarets borjan 64 0
Antal tillkommande medlemmar under aret 10 74
Antal avgdende medlemmar under aret -9 -10
Antal medlemmar vid rikenskapsarets slut 65 64

6 lagenhetsoverlatelser har gjorts under rakenskapsaret.
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Foreningens ekonomi
2022 var foreningens forsta ar. Inflyttningen skedde i februari s& samtliga intikter och kostnader for 2022
avser 11 ménader.

Flerarsoversikt (Tkr) 2023 2022
Nettoomséttning 3092 2592
Resultat efter finansiella poster -1362 692
Eget kapital 114 894 116 256
Soliditet (%) 68,9 68,9
Arsavgift kr/kvm 740 617
Arsavgifternas % av intikterna 87,3 86,8
Skuldséttning kr/kvm 12 922 13070
Sparande kr/kvm 169 190
Réntekénslighet (%) 17,5 21,2
Energikostnad kr/kvm 180 188
Avskrivningar kr/kvm 543 0

For definitioner av nyckeltal, se Redovisnings- och virderingsprinciper.

Ungefirliga riktviarden for nyckeltalen:

Arsavgift kr/kvm: 600 kr/kvm 1ag och 1 000 kr/kvm hog
Skuldséttning kr/kvm: 5 000 kr/kvm lag och 6ver 10 000 kr/kvm hog
Sparande kr/kvm: <120 kr/kvm &r lagt och >300 kr/kvm ar hogt
Réntekénslighet %: <5% ar lagt och >9 ar hogt

Energikostnad kr/kvm: Normalt virde &r ca 200 kr/kvm

Samtliga nyckeltal per kvm ar berdknade pa boarea eftersom foreningen enbart bestér av bostadsrétter.

Upplysning vid forlust

Arets resultat &r en forlust. Den storsta orsaken till detta ir 6kade rintekostnader samt i dvrigt Skade
driftskostnader pé grund av hog inflation. I samband med omférhandlingen av ett 14n under véren tog
styrelsen beslut om att 6ka arsavgifterna med 20% frén och med 1 juli 2023 da de inség att detta
behovdes for att klara likviditeten med de 6kade rantekostnderna. For att forsatt hinga med i den
ekonomiska utvecklingen samt for att kunna finansiera framtida ekonomiska &taganden, inkluderat
underhall och renoveringsbehov sa beslutade styrelsen under hdsten om en 6kning av arsavgifterna med
2,5% fran 1 januari 2024, i samband med detta tog dven styrelsen beslutet att sdnka amorteringarna till
0,8% under ndrmsta &ret for att 6ka likviditeten kortsiktigt. 1% amortering kommer att bli normal
amorteringstakt inom 1-2 ar.

Forhoppningen och framtidstron ér att rantorna till 2025 kommer att ddmpas nigot samt att 6kningarna
av driftskostnaderna inte kommer att bli lika kraftiga.

Forindringar i eget kapital

Medlems- Upplatelse- Fond for yttre Balanserat Arets Totalt
insatser avgift underhall resultat resultat
Belopp vid arets ingéng 79 132785 36433 215 0 -1 606 691974 116 256 368
Disposition av foregdende
ars resultat: 164 070 527 904 -691 974 0
Arets resultat -1362272 -1362272

Belopp vid drets utgdng 79 132 785 36 433 215 164 070 526298 -1362272 114894 096
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Forslag till behandling av ansamlad forlust

Styrelsen foreslar att den ansamlade forlusten (kronor):

balanserad vinst
arets forlust

behandlas sa att
Avsittning till underhéllsfond enligt ekonomisk plan
i ny rdkning 6verfores

Foreningens resultat och stéllning i 6vrigt framgéar av efterfoljande resultat- och balansrédkning samt

kassaflodesanalys med noter.

526 297
-1362 272
-835 975

164 070
-1 000 045
-835975

5(14)
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Resultatrikning Not ;g;gggi

Rorelsens intikter
Arsavgifter och hyror 2 3092134
3092134

Rorelsens kostnader

Driftskostnader 3 -1 098 299
Ovriga kostnader 4 -142 634
Avskrivningar av materiella anldggningstillgangar -1978 213
-3 219 146
Rorelseresultat -127 012
Resultat fran finansiella poster
Ovriga rinteintéikter och liknande resultatposter 74 230
Réntekostnader och liknande resultatposter -1309 490
-1 235260
Resultat efter finansiella poster -1362 272
Resultat fore skatt -1362 272

Arets resultat -1362272

6 (14)

2022-01-01
-2022-12-31

2592 245
2592 245

-1 050 568
-137 212
0

-1 187 780
1 404 465

31313
-743 804
-712 491

691 974

691 974

691 974
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Balansrikning Not

TILLGANGAR
Anliggningstillgangar
Materiella anliggningstillgdangar

Byggnader och mark 5
Péagéende nyanldggningar 6

Finansiella anliggningstillgangar

Andra langfristiga vardepappersinnehav 7
Summa anliggningstillgingar

Omsiittningstillgadngar

Kortfristiga fordringar

Avgifts- och hyresfordringar
Forutbetalda kostnader och upplupna intékter

Kassa och bank
Summa omséttningstillgingar

SUMMA TILLGANGAR

2023-12-31

161 613 821
0
161 613 821

25 000
25000
161 638 821

50
66 442
66 492

4939 742
5006 234

166 645 055

7(14)

2022-12-31

0
163 592 034
163 592 034

25000
25000
163 617 034

5134
127 012
132 146

4 864 868
4997 014

168 614 048
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Balansrikning

EGET KAPITAL OCH SKULDER

Eget kapital

Bundet eget kapital
Medlemsinsatser
Uppatelseavgifter

Fond for yttre underhall

Fritt eget kapital
Balanserad vinst eller forlust
Arets resultat

Summa eget kapital

Langfristiga skulder
Skulder till kreditinstitut
Summa lingfristiga skulder

Kortfristiga skulder

Skulder till kreditinstitut

Leverantorsskulder

Ovriga skulder

Upplupna kostnader och forutbetalda intékter
Summa kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

Not

10

2023-12-31

79 132 785
36 433 215
164 070
115730 070

526 297
-1362 272
-835 975
114 894 095

31120 000
31120 000

15992 371
198 483

4 050 270
389 836
20 630 960

166 645 055

8 (14)

2022-12-31

79 132 785
36 433 215
0

115 566 000

-1 606

691 974
690 368
116 256 368

31 440 000
31 440 000

16 212 536
311 340
4050 270
343 534
20917 680

168 614 048
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Kassaflodesanalys
Den lopande verksamheten

Resultat efter finansiella poster
Justeringar for poster som inte ingar i kassaflodet

Kassaflode fran den lopande verksamheten fore

fordndring av rorelsekapital

Kassaflode fran fordndring av rorelsekapitalet
Fordndring av kundfordringar

Foréndring av kortfristiga fordringar

Forandring av leverantorsskulder

Forandring av kortfristiga skulder

Kassaflode fran den lopande verksamheten

Investeringsverksamheten

Investeringar i materiella anldggningstillgdngar
Investeringar i finansiella anldggningstillgangar
Kassaflode fran investeringsverksamheten

Finansieringsverksamheten

Insatser och upplatelseavgifter

Upptagna lan

Amortering av lan

Kassaflode fran finansieringsverksamheten

Arets kassaflode
Likvida medel vid arets borjan

Likvida medel vid arets borjan
Likvida medel vid arets slut

Not 2023-01-01
-2023-12-31

-1362272
1978 213

615 941

5084
60 570
-112 857
46 301
615 039

S O

0
0
-540 165
-540 165

74 874

4 864 868
4939 742

9(14)

2022-01-01
-2022-12-31

691 974
0

691 974

-5134
-127 012
311 340

1774 530
2 645 698

-161 105 856
-25 000
-161 130 856

115 566 000
40012 626
-360 090
155 218 536

-3266 622

8131491
4 864 869
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Noter

Not 1 Redovisnings- och virderingsprinciper

Allméinna upplysningar
Arsredovisningen ir upprittad i enlighet med rsredovisningslagen och BFNAR 2012:1 Arsredovisning
och koncernredovisning (K3).

Redovisningsprinciperna ér oférindrade jamfort med foregéende ar.

Intiktsredovisning

Intdkter har tagits upp till verkligt véirde av vad som erhéllits eller kommer att erhéllas och redovisas i
den omfattning det dr sannolikt att de ekonomiska férdelarna kommer att tillgodogdras bolaget och
intdkterna kan berdknas pé ett tillforlitligt sétt.

Fond for yttre underhall
Reservering for framtida underhall av foreningens fastigheter sker genom resultatdisposition enligt
foreningens ekonomiska plan.

Anliggningstillgingar
Materiella anlédggningstillgangar redovisas till anskaffningsviarde minskat med ackumulerade
avskrivningar enligt plan och eventuella nedskrivningar.

Avskrivning sker linjart 6ver den férviantade nyttjandeperioden med hénsyn till visentligt restvarde.
Foljande avskrivningsprocent tilldmpas:

Byggnader 1,58%

Komponentindelning

Materiella anlédggningstillgdngar har delats upp pa komponenter nir komponenterna ar betydande och nar
komponenterna har visentligt olika nyttjandeperioder. Nér en komponent i en anldggningstillgéng byts
ut, utrangeras eventuell kvarvarande del av den gamla komponenten och den nya komponentens
anskaffningsvérde aktiveras. Utgifter for 16pande reparationer och underhéll redovisas som kostnader.

Laneutgifter
De laneutgifter som uppkommer da foretaget 1dnar kapital kostnadsfors i resultatrdkningen i den period
de uppstar.

Skatter

Eftersom foreningen hyr ut mer &n 60 % av aktuellt fastighetsinnehav till egna medlemar beskattas
foreningen som en privatbostadsforetag (dkta bostadsrittsforening). Intdkter som hor till fastigheten tas
inte upp till beskattning och kostnader som hor till fastigheten far inte dras av fran intékterna. Intékter
som inte hor till fastigheten skall tas upp i1 inkomstslaget néringsverksamhet. Féreningen ska ta upp och
beskattas for kapitalintékter. Kapitalkostnader skall dras av savida de inte hor till fastigheten.

Kassaflodesanalys
Kassaflodesanalysen upprittas enligt indirekt metod. Det redovisade kassaflodet omfattar endast

transaktioner som medfort in- eller utbetalningar.

Som likvida medel klassificerar foretaget, forutom kassamedel, disponibla tillgodohavanden hos banker
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och andra kreditinstitut samt kortfristiga likvida placeringar som ar noterade pa en marknadsplats och har
en kortare 10ptid 4n tre manader fran anskaffningstidpunkten. Fordndringar i sparrade medel redovisas i
investeringsverksamheten.

Nyckeltalsdefinitioner
Nettoomséttning
Rorelsens huvudintikter, fakturerade kostnader, sidointékter samt intéktskorrigeringar.

Resultat efter finansiella poster
Resultat efter finansiella intdkter och kostnader men fore bokslutsdispositioner och skatter.

Eget kapital
Foretagets nettotillgangar, dvs skillnaden mellan tillgdngar och skulder.

Soliditet (%)
Justerat eget kapital (eget kapital och obeskattade reserver med avdrag for uppskjuten skatt) i procent av
balansomslutning.

Arsavgift kr/kvm
Arsavgifterna dividerat med antalet kvadratmeter upplaten med bostadsritt.

Arsavgifternas % av intikterna
Arsavgifterna i procent av bostadsrittsforeningens totala rorelseintikter.

Skuldséttning kr/kvm
Réntebirande skulder pé balansdagen dividerat med summan av antalet kvadratmeter upplatna med
bostadsritt och antalet kvadratmeter upplatna med hyresritt.

Sparande kr/kvm

Justerat resultat dividerat med summan av antalet kvadratmeter upplatna med bostadsrétt och antalet
kvadratmeter upplatna med hyresritt. Med justerat resultat avses érets resultat 6kat med arets
avskrivningar, arets kostnad for utrangeringar och arets kostnad for planerat underhall. Intékter eller
kostnader som &r vésentliga och som inte 4r en del av den normala verksamheten ska dras av respektive
laggas till.

Réntekénslighet (%)
Foreningens rantebérande skulder dividerat med foreningens intékter fran arsavgifter.

Energikostnad kr/kvm

Bostadsrittsforeningens kostnader for virme, el och vatten dividerat med summan av antalet
kvadratmeter for samtliga ytor, bade ytor upplatna med bostadsrétt och antalet kvadratmeter upplétna
med hyresrétt.

Not 2 Arsavgifter och hyror

2023 2022
Arsavgifter bostider 2 698 506 2248 774
Hyresintékter garage och p-platser 359 675 290 830
Ovriga fakturerade intikter (finns motsvarande kostnad) 33953 52 641

3092134 2592 245
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I foreningens arsavgifter ingar virme, kall- och varmvatten. Medlemmarna har eget abonnemang pa

hushallsel, tv och bredband samt fiber.

Not 3 Driftskostnader

Fastighetsskdtsel inkl materialkostnad
Stad

Hiss, rep och service
Garagehyra, Arkaden
Reparationer

Fastighetsel

Bygg-el, vidarefakturerat
Fjarrvirme

Vatten

Sophédmtning
Fastighetsforsakring
Fastighetsstyrning 10 Mbit

Not 4 Ovriga kostnader

Revisionsarvoden
Ekonomisk forvaltning
Bankavgifter

Ovriga forvaltningskostnader

Not 5 Byggnader och mark

Ingéende anskaffningsvirden
Inko6p
Utgdende ackumulerade anskaffningsvérden

Ingaende avskrivningar
Arets avskrivningar

Utgdende ackumulerade avskrivningar

Utgaende redovisat virde

2023
134 973
41 940
25 148
61 845
16 433
176 455
0
323747
157 232
115413
41 263
3 849
1098 298

2023
2000
123 881
7203
9550
142 634

2023-12-31

0
163 592 034
163 592 034

0

-1978 213
-1978 213

161 613 821

2022
147 024
47 450
21 258
38720
21272
150 177
8 806
315375
210 467
52 445
34512
3062

1 050 568

2022

0

129 903
7309

0

137 212

2022-12-31

(e}
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Not 6 Pigiende nyanliggningar och forskott avseende materiella anliggningstillgingar

Ingaende anskaffningsvirden
Inko6p
Omklassificeringar

Utgidende ackumulerade anskaffningsvirden

Utgidende redovisat virde

Not 7 Andra lingfristiga virdepappersinnehav

Ingéende anskaffningsvirden
Ink6p

Utgdende ackumulerade anskaffningsvérden

Utgaende redovisat virde

Not 8 Fond for yttre underhall

Reservering enligt ekonomisk plan, 45 kr per kvm boarea

Not 9 Langfristiga skulder

Skulder som ska betalas senare dn fem ar efter balansdagen

Not 10 Skulder som avser flera poster

2023-12-31
163 592 034
0

-163 592 034
0

2023-12-31
25000

0

25000

25000

2023-12-31

164 070

164 070

2023-12-31

29 840 000
29 840 000

2022-12-31
2486 178
161 105 856
0

163 592 034

163 592 034

2022-12-31
0

25000
25000

25000

2022-12-31

0
0

2022-12-31

30 160 000
30 160 000

Foretaget har samtliga skulder i Nordea Hypotek foretagsldan med foljande belopp och réntesatser:

Skuld
15 720 000 kr

Kreditnummer
397582 76115

3975 8276123 15720 000 kr
3975 83 28727 7 806 163 kr
3975 83 40522 7 866 208 kr

Rénta
2,26%
2,5%
4,1%
4,46%

Villkorséndringsdag

2025-03-19
2027-03-17
2024-03-28
2024-03-28

Den totala skulden pa 47 112 371 kronor redovisas under foljande poster i balansrakningen.

Léngfristiga skulder
Ovriga skulder till kreditinstitut

2023-12-31

31120 000
31120 000

2022-12-31

31440 000
31 440 000
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Kortfristiga skulder
Varav amorteringar under 2024
Omsittning 1an under 2024

Not 11 Stallda sikerheter

Fastighetsinteckning

560 180
15432 191
15992 371

2023-12-31

48 012 626
48 012 626

14 (14)

480 120
15732 416
16 212 536

2022-12-31

48 012 626
48 012 626

Resultat- och balansridkning kommer att foreldggas pd arsstimma for faststillelse.

Den dag som framgar av min elektroniska underskrift

Peter Falkman Kjell Dahnelius
Ordforande

Robert Lundkvist Maria Wikstrom
Jonas Edberg Jonas Nygren

Min revisionsberéttelse har 1amnats den dag som framgar av min elektroniska underskrift

Magnus Orregard
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  "agreementName" : "Brf Höderskrapan",
  "agreementVersion" : "1.3",
  "agreementFiles" : [ {
    "fileSize" : "163499",
    "fileId" : "385902",
    "fileHash" : "145d0424bf93cc9e544bec70dd5faea46810f7c2e3bb90aa01626cd0741db18f",
    "fileMimetype" : "application/pdf",
    "fileName" : "7696353262BostadsrttsfreningenHderskrapanfr2023010120231231.pdf"
  } ],
  "signees" : [ {
    "personSurname" : "FALKMAN",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "falkonetti71@gmail.com",
    "showIP" : "true",
    "personNr" : "197104028555",
    "personGivenName" : "PETER",
    "personName" : "PETER FALKMAN"
  }, {
    "personSurname" : "DAHNELIUS",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "kjell.dahnelius@gmail.com",
    "showIP" : "true",
    "personNr" : "194608281095",
    "personGivenName" : "KJELL",
    "personName" : "KJELL DAHNELIUS"
  }, {
    "personSurname" : "EDBERG",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "edberg.jonas@gmail.com",
    "showIP" : "true",
    "personNr" : "198004148535",
    "personGivenName" : "JONAS",
    "personName" : "JONAS EDBERG"
  }, {
    "personSurname" : "LUNDKVIST",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "k.robert.lundkvist@gmail.com",
    "showIP" : "true",
    "personNr" : "198205237855",
    "personGivenName" : "ROBERT",
    "personName" : "ROBERT LUNDKVIST"
  }, {
    "personSurname" : "Nygren",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "jonas@wdo.se",
    "showIP" : "true",
    "personNr" : "197406258934",
    "personGivenName" : "Carl Jonas",
    "personName" : "Carl Jonas Nygren"
  }, {
    "personSurname" : "Wikström",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "maria.olofsson@gmail.com",
    "showIP" : "true",
    "personNr" : "197312189322",
    "personGivenName" : "Hellen Maria",
    "personName" : "Hellen Maria Wikström"
  }, {
    "personSurname" : "Orregård",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "magnus@balanserad.se",
    "showIP" : "true",
    "personNr" : "196603171676",
    "personGivenName" : "Erik Magnus",
    "personName" : "Erik Magnus Orregård"
  } ],
  "time" : "2024-05-29T10:34:50.000+0200",
  "type" : "private_web",
  "user" : {
    "personSurname" : "BOSTRÖM",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "jenny.bostrom@nordvestor.se",
    "showIP" : "true",
    "personNr" : "197602168580",
    "personGivenName" : "JENNY",
    "personName" : "JENNY BOSTRÖM",
    "ipAddress" : "194.103.145.49"
  },
  "eventClass" : "agreement_created",
  "eventId" : 10,
  "id" : "18204996"
}, {
  "id" : "18204997",
  "time" : "2024-05-29T10:34:50.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personSurname" : "BOSTRÖM",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "jenny.bostrom@nordvestor.se",
    "showIP" : "true",
    "personNr" : "197602168580",
    "personGivenName" : "JENNY",
    "personName" : "JENNY BOSTRÖM",
    "ipAddress" : "194.103.145.49"
  },
  "type" : "created",
  "sentTo" : [ {
    "showPnr" : "true",
    "showName" : "true",
    "email" : "kjell.dahnelius@gmail.com",
    "showIP" : "true",
    "personName" : "KJELL DAHNELIUS"
  }, {
    "showPnr" : "true",
    "showName" : "true",
    "email" : "maria.olofsson@gmail.com",
    "showIP" : "true",
    "personName" : "Wikström Maria"
  }, {
    "showPnr" : "true",
    "showName" : "true",
    "email" : "jonas@wdo.se",
    "showIP" : "true",
    "personName" : "Jonas Nygren"
  }, {
    "showPnr" : "true",
    "showName" : "true",
    "email" : "edberg.jonas@gmail.com",
    "showIP" : "true",
    "personName" : "Edberg Jonas"
  }, {
    "showPnr" : "true",
    "showName" : "true",
    "email" : "k.robert.lundkvist@gmail.com",
    "showIP" : "true",
    "personName" : "Robert Lundkvist"
  }, {
    "showPnr" : "true",
    "showName" : "true",
    "email" : "falkonetti71@gmail.com",
    "showIP" : "true",
    "personName" : "PETER FALKMAN"
  } ]
}, {
  "signeeInfo" : {
    "personSurname" : "Wikström",
    "showPnr" : "true",
    "personIpAddress" : "155.4.189.50",
    "showName" : "true",
    "email" : "maria.olofsson@gmail.com",
    "showIP" : "true",
    "personCertNotAfter" : "2026-07-15T23:59:59+0200",
    "personNr" : "197312189322",
    "personCertNotBefore" : "2023-07-16T00:00:00+0200",
    "personGivenName" : "Hellen Maria",
    "personName" : "Maria Wikström",
    "ipAddress" : "193.180.81.3"
  },
  "signingMetadata" : {
    "ocspResponse" : "",
    "startDate" : "2024-05-29T13:52:58+0200",
    "signatureMethod" : "bankid",
    "transactionId" : "1e3ca2e9aba4fde14b13c14e577bad3d",
    "signature" : ""
  },
  "time" : "2024-05-29T13:53:28.000+0200",
  "type" : "sign",
  "user" : {
    "personSurname" : "Wikström",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "maria.olofsson@gmail.com",
    "showIP" : "true",
    "personGivenName" : "Maria",
    "personName" : "Maria Wikström",
    "ipAddress" : "193.180.81.3"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30,
  "id" : "18205009"
}, {
  "signeeInfo" : {
    "personSurname" : "Nygren",
    "showPnr" : "true",
    "personIpAddress" : "31.208.142.248",
    "showName" : "true",
    "email" : "jonas@wdo.se",
    "showIP" : "true",
    "personCertNotAfter" : "2027-06-16T23:59:59+0200",
    "personNr" : "197406258934",
    "personCertNotBefore" : "2022-06-17T00:00:00+0200",
    "personGivenName" : "Carl Jonas",
    "personName" : "Jonas Nygren",
    "ipAddress" : "31.208.142.248"
  },
  "signingMetadata" : {
    "ocspResponse" : "",
    "startDate" : "2024-05-29T15:36:22+0200",
    "signatureMethod" : "bankid",
    "transactionId" : "633ec25f20d98a96c155d5f2a4e530dd",
    "signature" : ""
  },
  "time" : "2024-05-29T15:36:44.000+0200",
  "type" : "sign",
  "user" : {
    "personSurname" : "Nygren",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "jonas@wdo.se",
    "showIP" : "true",
    "personGivenName" : "Jonas",
    "personName" : "Jonas Nygren",
    "ipAddress" : "31.208.142.248"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30,
  "id" : "18205017"
}, {
  "signeeInfo" : {
    "personSurname" : "LUNDKVIST",
    "showPnr" : "true",
    "personIpAddress" : "31.40.213.195",
    "showName" : "true",
    "email" : "k.robert.lundkvist@gmail.com",
    "showIP" : "true",
    "personCertNotAfter" : "2025-07-30T23:59:59+0200",
    "personNr" : "198205237855",
    "personCertNotBefore" : "2022-07-30T00:00:00+0200",
    "personGivenName" : "ROBERT",
    "personName" : "Robert Lundkvist",
    "ipAddress" : "195.198.194.87"
  },
  "signingMetadata" : {
    "ocspResponse" : "",
    "startDate" : "2024-05-29T16:46:32+0200",
    "signatureMethod" : "bankid",
    "transactionId" : "d9479df8c84e4d49848dc13d0e301142",
    "signature" : ""
  },
  "time" : "2024-05-29T16:46:46.000+0200",
  "type" : "sign",
  "user" : {
    "personSurname" : "Lundkvist",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "k.robert.lundkvist@gmail.com",
    "showIP" : "true",
    "personGivenName" : "Robert",
    "personName" : "Robert Lundkvist",
    "ipAddress" : "195.198.194.87"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30,
  "id" : "18205019"
}, {
  "signeeInfo" : {
    "personSurname" : "EDBERG",
    "showPnr" : "true",
    "personIpAddress" : "195.167.35.18",
    "showName" : "true",
    "email" : "edberg.jonas@gmail.com",
    "showIP" : "true",
    "personCertNotAfter" : "2027-05-15T23:59:59+0200",
    "personNr" : "198004148535",
    "personCertNotBefore" : "2024-05-15T00:00:00+0200",
    "personGivenName" : "JONAS",
    "personName" : "Jonas Edberg",
    "ipAddress" : "195.167.35.18"
  },
  "signingMetadata" : {
    "ocspResponse" : "",
    "startDate" : "2024-05-29T17:16:28+0200",
    "signatureMethod" : "bankid",
    "transactionId" : "588a16b43c31da2af12e66b6c41af0bc",
    "signature" : ""
  },
  "time" : "2024-05-29T17:16:31.000+0200",
  "type" : "sign",
  "user" : {
    "personSurname" : "Edberg",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "edberg.jonas@gmail.com",
    "showIP" : "true",
    "personGivenName" : "Jonas",
    "personName" : "Jonas Edberg",
    "ipAddress" : "195.167.35.18"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30,
  "id" : "18205021"
}, {
  "signeeInfo" : {
    "personSurname" : "DAHNELIUS",
    "showPnr" : "true",
    "personIpAddress" : "78.77.199.89",
    "showName" : "true",
    "email" : "kjell.dahnelius@gmail.com",
    "showIP" : "true",
    "personCertNotAfter" : "2028-10-23T23:59:59+0200",
    "personNr" : "194608281095",
    "personCertNotBefore" : "2023-10-25T00:00:00+0200",
    "personGivenName" : "KJELL",
    "personName" : "Kjell Dahnelius",
    "ipAddress" : "78.77.199.89"
  },
  "signingMetadata" : {
    "ocspResponse" : "",
    "startDate" : "2024-05-30T09:14:35+0200",
    "signatureMethod" : "bankid",
    "transactionId" : "e385d85b23db384887dbcf7a434956e6",
    "signature" : ""
  },
  "time" : "2024-05-30T09:14:53.000+0200",
  "type" : "sign",
  "user" : {
    "personSurname" : "Dahnelius",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "kjell.dahnelius@gmail.com",
    "showIP" : "true",
    "personGivenName" : "Kjell",
    "personName" : "Kjell Dahnelius",
    "ipAddress" : "78.77.199.89"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30,
  "id" : "18205031"
}, {
  "signeeInfo" : {
    "personSurname" : "FALKMAN",
    "showPnr" : "true",
    "personIpAddress" : "192.36.10.8",
    "showName" : "true",
    "email" : "falkonetti71@gmail.com",
    "showIP" : "true",
    "personCertNotAfter" : "2028-06-05T23:59:59+0200",
    "personNr" : "197104028555",
    "personCertNotBefore" : "2023-06-07T00:00:00+0200",
    "personGivenName" : "PETER",
    "personName" : "Peter Falkman",
    "ipAddress" : "192.36.10.8"
  },
  "signingMetadata" : {
    "ocspResponse" : "",
    "startDate" : "2024-05-30T09:34:08+0200",
    "signatureMethod" : "bankid",
    "transactionId" : "0db0587c2f6eb0cef8928c8f348336bb",
    "signature" : ""
  },
  "time" : "2024-05-30T09:34:29.000+0200",
  "type" : "sign",
  "user" : {
    "personSurname" : "Falkman",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "falkonetti71@gmail.com",
    "showIP" : "true",
    "personGivenName" : "Peter",
    "personName" : "Peter Falkman",
    "ipAddress" : "192.36.10.8"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30,
  "id" : "18205037"
}, {
  "id" : "18205038",
  "time" : "2024-05-30T09:34:29.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personSurname" : "Falkman",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "falkonetti71@gmail.com",
    "showIP" : "true",
    "personGivenName" : "Peter",
    "personName" : "Peter Falkman",
    "ipAddress" : "192.36.10.8"
  },
  "type" : "created",
  "sentTo" : [ {
    "showPnr" : "true",
    "showName" : "true",
    "email" : "magnus@balanserad.se",
    "showIP" : "true",
    "personName" : "Magnus Orregård"
  } ]
}, {
  "signeeInfo" : {
    "personSurname" : "Orregård",
    "showPnr" : "true",
    "personIpAddress" : "185.88.112.92",
    "showName" : "true",
    "email" : "magnus@balanserad.se",
    "showIP" : "true",
    "personCertNotAfter" : "2027-08-03T23:59:59+0200",
    "personNr" : "196603171676",
    "personCertNotBefore" : "2022-08-04T00:00:00+0200",
    "personGivenName" : "Erik Magnus",
    "personName" : "Magnus Orregård",
    "ipAddress" : "185.88.112.92"
  },
  "signingMetadata" : {
    "ocspResponse" : "",
    "startDate" : "2024-05-30T10:03:41+0200",
    "signatureMethod" : "bankid",
    "transactionId" : "c583351563037aedf69b7dc9684b6171",
    "signature" : ""
  },
  "time" : "2024-05-30T10:04:08.948+0200",
  "type" : "sign_final_part",
  "user" : {
    "personSurname" : "Orregård",
    "showPnr" : "true",
    "showName" : "true",
    "email" : "magnus@balanserad.se",
    "showIP" : "true",
    "personGivenName" : "Magnus",
    "personName" : "Magnus Orregård",
    "ipAddress" : "185.88.112.92"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 31,
  "id" : "18205041"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

Egreement stores all agreements in a way enabling any signee to inspect an agreement at any time. If a
signee wishes to store the agreement offline, this is also possible by downloading the agreement. The
downloaded agreement is tamper proof, as all parts of the agreement, including main file, attachments
and all other artifacts, are tied to every individual signee. Since this downloaded agreement is more
than just a document, it is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging

All actions associated with the agreement are stored in the audit log.

Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation





Document name

Overview

Container Format

Signing

Validation

BankidValidation

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs
and image-type files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to vizualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created
* Agreement Viewed
* Agreement Signed
* Agreement Rejected

* Message Sent

The different log entry types are described in detail below.

Common Structures

All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name

time

id

eventClass

eventId

userInfo

UserInfo

Parameter value example

2016-03-21T10:03:28Z

540431 (or 1e8f69a4-07c1-11e8-
ba89-0ed5f89f718b)

agreement_created

010

See UserInfo

Description

Time when the entry was logged
as yyyy-MM-dd’T'HH:mm:ss'Z".

An ID of this particular event
(can either be a numeric long
value or version 1 UUID)

Name of the type, as listed
below.

Each type includes a set of IDs.
See respective log entry type
description for details.

Information about a user.

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo
Parameter name

ipAddress
email

personNr

Parameter value example

212.94.55.131

Jjohn@example.org

19550505-1234

Description
The IP address of the user.
The user’s email address.

The user’s Swedish personal
identity number.





Parameter name

personName

personGivenName
personSurname

personCertNotBefore

personCertNotAfter

orgNr

orgName

AgreementFileInfo

Parameter value example

John Smith

John
Smith
2016-03-23T08:06:28Z

2018-03-23T08:06:28Z

551234-1234

Acme AB

Description

The first and last name of the
user.

The first name of the user.
The last name of the user.

If the user is authenticated using
certificate based method, this is
the not before date of the
certificate, as yyyy-MM-dd'T
‘HH:mm:ss'Z".

Same as personCertNotBefore but
for the expiry date.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example

6572354654

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Description

The system generated ID of the
agreement file.

The user defined name of the
agreement.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.





Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.
* EventClass: agreement_created
* Eventld:
> 010: When a private user creates an agreement using the web application.
> 011: When a company user creates an agreement using the web application.

o 012: Agreement created using the API.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example Description

agreementName MyEmployeeAgreement User specified name of the
agreement.

agreementId 12345678901234 System generated ID of the
agreement.

agreementVersion 1.0 Version of the agreement

container format.

signees List of UserInfo A listing of the signees defined
as parties in the agreement.

agreementFiles List of AgreementFileInfo A listing of the agreement files
included in the agreement.

How to Validate

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

010 orgNr and orgName must not be set

011 personNr, orgNr and orgName must be set
012 orghr and orgName must be set

Agreement Metadata

All metadata parameters must be validated according to table below.





Table 6. Agreement Created Metadata Verification

Parameter name How to validate
agreementName Must be present

agreementId Must be present
agreementVersion Must be 1.0

signees See Signees Validation
agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
> 020: When a user views an agreement using the web application.
> 021: When a user views an agreement using a mail link.
> 022: When a user views an agreement by downloading it using the web application.

> 023: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

e Eventld:

> 030: When a user signs the agreement, not being the last signee.

> 031: When a user signs the agreement as the last signee.

> 032: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeeInfo

signMetadata

Table 8. SignMetadata
Parameter name

signingMethod

signature

ocspResponse

How to Validate

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXgoBAK...jks3yrAUVE

Check that time of entry is after Agreement Created.

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature encoded as
Base64. The underlying format
depends on the signature
method used.

The OCSP response message
encoded as Base64. This
parameter is only included for
some signing methods.





EventType Validation
Table 9. EventType effect on validation

Type
030

031

TBS Validation

How to act
Verify as described below.

Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.

In case of an advanced signature method, re-create TBS according to Signing. The TBS algorithm
requires a number of inputs that should be recovered from Agreement Created.

For non advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the

corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type

Signature time

User attributes

TBS or hash of TBS

Hash algorithm

Agreement Rejected

How to validate

If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

If TBS validation applies, check that TBS or hash
of TBS matches the re-created TBS from TBS
Validation

If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected

¢ Eventld:





o 040: Agreement rejected by user.

> 041: Agreement auto-rejected due to validity timeout.

o 042: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

¢ Eventld:

> 050:
o 051:
o 052:
> 053:
o 054:
o 055:
o 056:
o 057:
> 058:

Message sent due to event IDs: 010-012

Message sent due to event ID: 030.

Message sent due to event ID: 031.

Message sent due to event ID: 040.

Message sent due to event ID: 041.

Message sent due to event ID: 060.

Message sent due to event ID: 061.

Message sent when agreement validity is about to expire.

Message sent as a reminder of agreement creation.

Table 10. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

10





[
"agreementId" : "160400034502",

"agreementName" : "Package patent",
"agreementVersion" : "1.0",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77a3e580fea1859faab2e594ec4db”,
“fileMimetype" : "image/png",
"fileName" : "fig1.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

o d
"personNr" : "193333334444",
"personName" : "Bob B"

} 1L

"id" . 778333,

"time" : "2016-04-26T16:39:30.0007",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

}

"eventClass" : "agreement_created",

"eventId" : 10

boAo
"id" : 778334,

"time" : "2016-04-26T716:39:31.0007",
"eventId" : 50,

"eventClass" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

bio

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

} ]

Ao
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"signingMethod" : "bankid",

"signeeInfo" : {

"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

"signingMetadata” : {
"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26T16:39:327",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

b

"id" : 778335,

"time" : "2016-04-26T16:39:43.0007",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

b

"eventClass" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 11. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3
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Document name Description

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
more details.

* Agreement ID

* Agreement name

» Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

» Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID

* Signee name

13
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 Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o Layout is also changed to display the additional information vertically.
- Agreement File section of Verification page to include last modified date & time.

- ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

» Date of Change : 2018-02-01
* Logs

o Audit Events are allowed to have id as Long (number) or UUID

14





Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, including all steps from how
to produce signature texts to make all agreement files tamper proof, to how each Electronic ID (EID)
provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP) using the
following servers:

* ntpl.sp.se

* ntp2.sp.se

* ntp3.sp.se

* ntp4.sp.se

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the





one who wrote it. Examples of electronic signatures are:

* Draw signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.
» SMS signature - A signature created by responding to an SMS with context specific content.

* Email signature with OneTimePassword - A signature created by One Time Password(OTP) based
email service.

* Email signature - A signature created by secret link based email service.

» Cryptographic signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID and Telia EID solutions, provide
advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool





Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES





Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:
* Visible TBS
» Hidden TBS

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS.

Format

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS.





Format

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)
* Telia EID (advanced electronic signature)

* Draw Signature

API Signature

SMS Signature
* Email signature with OneTimePassworde

* Email signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for filebased tokens as well as smart cards, supported on a





number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Givenname in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.
How to validate
Validate the signature according to BankID Signature profile.

Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
» TBS Hash algorithm.

Telia

Telia is the largest telephone operator in Sweden. One of the Telia offerings is the Telias electronic ID
service.

Telia’s solution is PKI based, issuing both filebased and smart card EIDs and targeting both private
users and organizations. As an example, the EIDs provided on the Swedish Tax Agency ID cards are
issued by Telia.

Signature format

The Telia client produces PKCS#7/CMS signatures as specified in Cryptographic Message Syntax. The
top structure type is a PKCS #7 signedData (1.2.840.113549.1.7.2) and always contains exactly one (1)
SignerInfo entry in signerInfos. The following signed attributes are included in the SignerInfo





signedAttrs:

Table 1. Signed Attributes

Attribute Name Attibute Value
1.2.840.113549.1.9.3 (PKCS #9 contentType) 1.2.840.113549.1.7.1 (PKCS #7 data)
1.2.840.113549.1.9.5 (PKCS #9 signingTime) Time of signing

1.2.840.113549.1.9.4 (PKCS #9 messageDigest) Hash of the content

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* startDate - Date when signing was started.

 signatureMethod - Will be telia.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:
» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.





Signature format

The signature is represented as a PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The PNG image, base64 encoded.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)





How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

» Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.





Email signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-otp-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

» Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Emalil signature

Email signature is an electronic signature created by secret link based email service. The content of the
Email is a secret link that was shared with the Signee. When the signee click the link, it will take him to
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the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be email-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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