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Forvaltningsberattelse

Verksamheten

Allmant om verksamheten

Foreningen har till andamal att framja medlemmars ekonomiska intressen genom att i féreningens hus upplata
bostadsrattslagenheter under nyttjanderatt och utan tidsbegransning. Upplatelse far dven omfatta mark som ligger i anslutning till
féreningens hus, om marken skall anvandas som komplement till bostadsldgenhet.

Foreningen har registrerats hos Bolagsverket

Foreningens stadgar registrerades 2014-12-17. Styrelsen har uppréattat ekonomisk plan fér foreningens verksamhet som
registrerades av Bolagsverket den 28 januari 2016.

Sate

Féreningen har sitt site i Osterakers kommun.

Akta forening

Foreningen ar ett privatbostadsforetag enligt inkomstskattelagen (1999:1229) och utgér darmed en akta bostadsrattsforening.

Moms

Foreningen ar momsregistrerad.

Fastigheten
Foreningen ager och forvaltar fastigheten nedan:

Fastighetsbeteckning Forvarv  Kommun
Berga 6:672 2014 Osteraker

Brf Bergabagen (namnéandring fran Portiklunden den 17/12 2014) bildades den 28/6 2013 och forvarvade fastigheten genom kop av
bolaget Bergavdgen Bostader AB den 31/8 2014 som i sin tur sdlde fastigheten till Brf Bergabagen samma datum. Fardigstéllande av
fastigheten upphandlades av MBA Entreprenad Taby den 30/8 2014 gillande etapp 1 och garaget samt den 3/6 2015 géllande etapp
2.

Brf Bergabagen salde bolaget Bergaviagen Bostader AB till Citadellet likvidation AB den 5/4 2016 och bolaget upphérde den 7/11
2016.

Brf Bergabagens fastighet bestar av 2 flerbostadshus i 3-4 vaningar med underliggande garage. Antal bostadsratter ar 70
bostadsratter om totalt 5 012 kvm. Féreningen disponerar 48 parkeringsplatser, varav 43 ar beldgna i garaget. Garage-/lokalytan ar 1
123 kvm.

Lagenhetsfordelning:

21 st 2 rum och kék
33 st 3 rum och kék
15 st 4 rum och kok
1st 6 rum och kék

Fastigheten ar forsakrad hos Brandkontoret fullvardes.
| forsakringen ingar kollektivt bostadsrattstillagg for medlemmarna samt ansvarsforsakring for styrelsen.

Fastighetsavgift/Fastighetsskatt

Kommunal fastighetsavgift for ar 1-15 efter faststallt varde ar utgar ej. Fr. 0. m. ar 16 betalas hel avgift enligt gallande regler.

Fastighetsskatt for lokaler (garage) &r 1% av lokalernas taxeringsvarde.
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Fastighetens taxeringsuppgifter

Taxeringsvardet &r 115 574 tkr varav byggnadsvardet ar 94 774 tkr och markvérdet 20 800 tkr. Varde ar dr 2015/2016.
taxeringsvarde for garaget ar 2 774 tkr.

Ekonomisk forvaltning

Foéreningen har tecknat avtal om ekonomisk férvaltning med Nabo AB fr o m 1/7 2023. Det nuvarande avtalet har en |6ptid fram till
2025-06-30.
Teknisk forvaltning

Foreningen har tecknat avtal om fastighetsskotsel med Svealands fastighetsskotsel AB SVEFAB. Det nuvarande avtal har [6ptid fram
till 2023-12-31. Likasa finns ett antal separata avtal géllande fjarrvarme, vatten, el, sophdmtning, stadning, tradgardsskotsel, service
och tillsyn av hissar, snoskottning, Bredband och TV.

Arsavgifter

Arsavgifter tas ut fran foreningens medlemmar for att ticka foreningens I6pande utgifter for drift och underhall av féreningens
fastighet, rantebetalningar och amorteringar av féreningens fastighetslan samt fondering av medel for framtida underhall enligt av
styrelsen framtagen underhallsplan. Arsavgiften fordelas enligt i den ekonomiska planen faststéllda andelstalen for respektive
lagenhet.

Avsattning till yttre fond

Avsattning till yttre fond ska ske med minst 102 425 kr enligt féreningens stadgar.

Foreningens fastighetslan

Kreditinstitut, rante- och amorteringsvillkor framgar av not 16.

Styrelsens sammansattning

Bengt Svensson Ordférande
Roger Sjolin vice ordforande

Anders Lukas Elliot Karlsson Rapp  Styrelseledamot

Birgitta Kristell Styrelseledamot
Karl Walum Styrelseledamot
Fredrik Enos Suppleant
Kenneth Lodeklint Suppleant

Valberedning

Ulrika Falk sammankallande

Firmateckning

Firman tecknas, forutom av styrelsen, av styrelsens ledaméter tva i forening

Revisorer

David Oskar Petter Walman Revisor Réavisor AB

Sammantraden och styrelsemoten

Ordinarie foreningsstamma holls 2023-05-31.

Styrelsen har under verksamhetsaret haft 14 protokollférda sammantraden.

Teknisk status

Foreningen foljer en underhallsplan som upprattades 2023 och stracker sig fram till 2073.
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Medlemsinformation

Antalet lagenhetsoverlatelser under aret 4

Antalet medlemmar vid arets bérjan 98

Antalet medlemmar som tillkommit under aret 7

Antalet medlemmar som ldmnat féreningen under aret 4
Antalet medlemmar vid arets slut 101

Antal rostberattigade 1 per lagenhet

Vdsentliga handelser under rakenskapsaret
Enkat har genomforts dar bland annat intresset for alternativa finansieringsalternativ till avgiftshojningar efterfragades.

Brandskydds planen har uppdaterats med forteckning 6ver vilka lagenheter som har braskamin installerat vilka enligt lag skall sotas
minst var 6:e ar.

Garagets varmefilter lackte vatten. Forsakringsbolaget anlitades for att tacka reparationen men sjalvrisken blev for hég varfor beslut
togs om att inte koppla in vairmebatteriet igen. Detta eftersom viarmen i garaget, ca 10 grader, kan uppratthallas anda.

Aterkommande problem med FASTUM innebar att vi undersokte om vi kunde byta forvaltare. Problemen bestod i felaktiga fakturor,
dalig uppféljning mm.

NABO AB hade mest fordelaktigt anbud varfor avtal tecknats med dem att ta 6ver den ekonomiska forvaltningen fran och med 1/7
2023.

Den ekonomiska uppféljningen har darefter blivit betydligt enklare med NABOs system. Eftersom allt arbete skots digitalt sa har
ocksa behovet att skicka dokument fram och tillbaka med post reducerats.

Omlaggning av 2 fastighetslan har skett till rorlig ranta eftersom ranteldget drastiskt har forsamrats vilket ger féreningen 6kade
rantekostnader om ca 1,5 Mkr/ar jamfort med nér rantan var som lagst. Forhoppningsvis kommer det hoga ranteldget att minska
from 2024 och framat sa att avgiftshojningarna kan begransas.

Avgiftshdjning om 12% beslutades from 1/7 2023 pa grund av de hdga rantorna pa bostadsldanen samt hoga elpriser och allman

inflation.

Under aret har vi fortlopande erhallit information om hur bygget av Engelska skolan pa var granntomt fortl6pt. Férbesiktning och
efterbesiktning har skett efter de sprangningsarbeten som genomférts och dar var fastighet har funnits i riskzonen. Inga skador med
anledning av sprangningarna har upptackts.

Injustering av varme och varmvattensystemet har slutférts under varen.

Falska brandlarm i ventilationssystemet har uppstatt pa grund av damm vilket medfért att flaktarna har gatt upp pa hogvarv vilket
orsakat mycket hogt flaktljud i lagenheterna intill dess att larmet aterstallts.

Ventilationskanalerna har rengjorts i 2 portar och logiken for flaktstyrning och brandlarm har setts éver och dndrats.

Serviceavtal for hissarna i hus 2 har samordnats med avtalet for hissarna i hus 1 sa att firman Althiss AB nu ansvarar for

underhall/service av samtliga vara hissar.
Elkostnadsbidrag for 2022 har sokts och beviljats med ca 108 000 kr.
Beslut om att byta néd och hanvisnings belysningen succesivt har tagits till belysning med kondensator backup istéllet for batteri

backup vilket ger lagre kostnader under en 10 ars period. Kondensator backup garanteras i 11 ar medans batterier maste bytas var
2-3ar.
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Nyplantering av véxter i tradgarden samt ograsbekampning i grasmattan har genomforts.

Framtidssakring av samtliga hissars nédtelefoner har genomforts till en kostnad av ca 50 000 kr. Likasa har framtidsakring av
garageportens mandévrering med mobiltelefon ocksd genomforts. Allt detta for att 2/3g natet for mobiltelefoni slacks ner
2024/2025.

Anslagstavlor har anskaffats och satts upp i samtliga portar.

En underhallsplan for ndrmaste 50 aren har tagits fram. Planen ar ett bra stod for styrelsen att kunna planera och finansiera
erforderligt underhall. Planen kommer att uppdateras vart 5:e ar.

Fortsatt arbete har skett med problemen med varmeforsérjningen till de hogst belagna lagenheterna.
Eon har nu bytt cirkulationspump som fellarmat och dven bytt expansionskarlet fran 300 | till 450 I.
Temperaturen i ldagenheterna verkar nu ha stabiliserats kring bérvardet 21 grader.

Anmarkningar fran 2- och 5-arsbesiktningen har nu atgardats, forutom i 1 lagenhet.

Varmepumpen har nu varit i drift under ett helt ar och denna och 6vriga atgarder i vairmesystemet har minskat fjarrvarme
forbrukningen med ca 45%. Ekonomiskt sa slar denna besparing igenom fullt ut forst 2024 pa grund av Eons prissattning.
Investeringen kommer att vara fullt ut betald pa mindre &n 4 ar vilket far anses vara anmarkningsvart bra.

Vi kan ocksa gladja oss at att medlemmarna fortsatter att hushalla med hushallsel ca -8 % medans férbrukningen av varmvatten
okade med ca 3 %.

Framtagning av offertunderlag for steg 2 av de varmebesparande atgarderna har paborjats genom att kartlagga hur atervinning av

franluften fran lagenheterna i port E-G skall kunna tas om hand och stétta fjarrvarmen.

Filter till Iagenheternas radiatorer har inkopts och fordelats till lagenheterna 2 ganger under aret. Detta pa grund av att filtren
smutsats ner ovanligt mycket under aret pa grund av det pagaende bygget av Engelska skolan pa granntomten.

Nytt avtal har tecknats med MK tradgard for snéskottning och sandning vintern 2023/2024.

Nytt avtal har tecknats med Remondis AB for hdmtning och atervinning av forpackningar och tidningar eftersom var tidigare
leverantor Stena Recycling inte dr godkdnd av kommunen som dvertagit ansvaret for atervinning from 1/1 2024.

Styrelsen har stottat en spontant bildad trivselgrupp vilka har genomfért diverse aktiviteter under hosten samt dven sett till att
innergarden lysts upp med marschaller vid olika tillfdllen. Aven en julgran med belysning har anskaffats till innergérden.
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Flerarsoversikt

NYCKELTAL 2023 2022 2021 2020
Nettoomsattning 4361 4140 4106 4099
Resultat efter fin. poster -1918 -921 -1184 -1070
Soliditet (%) 70 71 71 71
Arsavgift per kvm upplaten med bostadsratt 802 763 761 761
Arsavgifternas andel av totala rorelseintakter (%) 90 92 93 93
Skuldsattning per kvm upplaten med bostadsratt 13291 13428 13 044 13299
Skuldsattning per kvm totalyta 10 858 10972 10 659 10 809
Sparande per kvm totalyta 127 275 205 180
Energikostnad per kvm totalyta 199 176 188 156
Rantekéanslighet (%) 17 16 16 16

Soliditet (%) - justerat eget kapital / totalt kapital.
Nyckeltalet anger hur stor del av féreningens tillgangar som ar finansierat med det egna kapitalet.

Skuldsattning - rantebarande skulder / kvadratmeter bostadsrattsyta respektive totalyta.
Nyckeltalet visar hur hogt beldnad féreningen ar per kvadratmeter. Nyckeltalet anvands for att bedoma majlighet till nyupplaning.

Sparande - (arets resultat + avskrivningar + kostnadsfort planerat underhall) / totalyta.
Nyckeltalet visar hur manga kronor per kvadratmeter foreningens intakter genererar som kan anvandas till framtida underhall.

Nyckeltalet bor sattas i relation till behovet av sparande.

Energikostnad - (kostnad for el + vatten + virme) / totalyta. (Omdefinition 2023)
Nyckeltalet visar hur manga kronor per kvadratmeter féreningen betalar i energikostnader.

Kostnader for el och vatten (totalt 206 008 kr) tas ut via arsavgiften genom individuell matning av férbrukningen, och ingar darmed i
berdkningen av nyckeltalet for arsavgifter under bokslutsaret.

Rintekinslighet (%) - rantebarande skulder / ett ars arsavgifter.
Nyckeltalet visar hur manga % arsavgiften behover hojas for att bibehalla kassaflédet om den genomsnittliga skuldrantan 6kar med

1 procentenhet.
Totalyta - bostadsyta och lokalyta inkl. garage (for smahus ingar dven biyta).

Arsavgifter - alla obligatoriska avgifter som debiteras ytor som &r upplatna med bostadsratt och som definieras som &rsavgift enligt
bostadsrattslagen. (Omdefinition 2023)

Upplysning vid forlust

Okade rantekostnader pa grund av omvarldslaget.

Forandringar i eget kapital
DISPONERING AV

FOREGAENDE ARS DISPONERING AV
2022-12-31 RESULTAT OVRIGA POSTER 2023-12-31
Insatser 168 671 000 - - 168 671 000
Fond, yttre underhall 548 524 - 89 793 638317
Balanserat resultat -5449 098 -920 503 -89 793 -6 459 394
Arets resultat -920 503 920503 -1918 254 -1918 254
Eget kapital 162 849 923 0 -1918 254 160 931 669
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Resultatdisposition

Till foreningsstammans forfogande star foljande medel:

Arsredovisning 2023

Balanserat resultat -6 459 394

Arets resultat -1918 254

Totalt -8 377 648

Styrelsen foreslar att medlen disponeras enligt féljande:

Reservering fond for yttre underhall 102 425

Balanseras i ny rakning -8 480 073
-8 377 648

Den ekonomiska stallningen i 6vrigt framgar av foljande resultat- och balansrakning samt kassaflédesanalys med tillhérande noter.
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Resultatrakning

Arsredovisning 2023

1 JANUARI - 31 DECEMBER NOT 2023 2022
Rorelseintakter

Nettoomsattning 2 4361 446 4139754
Ovriga rorelseintdkter 3 113 093 96
Summa rorelseintakter 4474539 4139 850
Rorelsekostnader

Driftskostnader 4,5,6,7,8 -2 699517 -2 140 709
Ovriga externa kostnader 9 -126 755 -1359
Personalkostnader 10 -78917 -80 699
Avskrivningar av materiella anldggningstillgangar -2 056 409 -2 059 040
Summa rorelsekostnader -4 961 598 -4 281 807
RORELSERESULTAT -487 059 -141 957
Finansiella poster

Ranteintakter och liknande resultatposter 54 735 18 894
Rantekostnader och liknande resultatposter 11 -1 485929 -797 440
Summa finansiella poster -1431 194 -778 547
RESULTAT EFTER FINANSIELLA POSTER -1918 254 -920 503
ARETS RESULTAT -1918 254 -920 503
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Balansrakning

Arsredovisning 2023

TILLGANGAR NOT 2023-12-31 2022-12-31
ANLAGGNINGSTILLGANGAR

Materiella anlaggningstillgangar

Byggnad och mark 12 224919 031 226 888 800
Maskiner och inventarier 13 693 120 779 760
Summa materiella anldggningstillgangar 225612 151 227 668 560
SUMMA ANLAGGNINGSTILLGANGAR 225612 151 227 668 560
OMSATTNINGSTILLGANGAR

Kortfristiga fordringar

Kund- och avgiftsfordringar 111 108 521
Ovriga fordringar 14 30656 74211
Forutbetalda kostnader och upplupna intdkter 15 76 155 54 533
Summa kortfristiga fordringar 217 919 129 265
Kassa och bank

Kassa och bank 16 2948 160 3238136
Summa kassa och bank 2948 160 3238136
SUMMA OMSATTNINGSTILLGANGAR 3166 079 3367 400
SUMMA TILLGANGAR 228 778 229 231 035 960
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Balansrakning

Arsredovisning 2023

EGET KAPITAL OCH SKULDER NOT 2023-12-31 2022-12-31
EGET KAPITAL

Bundet eget kapital

Medlemsinsatser 168 671 000 168 671 000
Fond for yttre underhall 638 317 548 524
Summa bundet eget kapital 169 309 317 169 219 524
Fritt eget kapital

Balanserat resultat -6 459 394 -5449 098
Arets resultat -1918 254 -920 503
Summa fritt eget kapital -8 377 648 -6 369 601
SUMMA EGET KAPITAL 160 931 669 162 849 923
Langfristiga skulder

Skulder till kreditinstitut 17 16 541 500 32983 000
Summa langfristiga skulder 16 541 500 32983 000
Kortfristiga skulder

Skulder till kreditinstitut 17 50 074 500 34 333 000
Leverantdrsskulder 295572 157 445
Skatteskulder 55480 66 700
Ovriga kortfristiga skulder 3796 -433
Upplupna kostnader och férutbetalda intakter 18 875712 646 326
Summa kortfristiga skulder 51 305 060 35203 037
SUMMA EGET KAPITAL OCH SKULDER 228 778 229 231 035960
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Kassaflodesanalys

Arsredovisning 2023

1 JANUARI - 31 DECEMBER 2023 2022
Den I6pande verksamheten
Rorelseresultat -487 059 -141 957
Justering av poster som inte ingar i kassaflédet
Arets avskrivningar 2 056 409 2 059 040
1569 350 1917 083
Erhdllen ranta 54 735 18 894
Erlagd ranta * -1 286 066 -723 834
Kassaflode fran I6pande verksamheten fére forandringar av rorelsekapital 338019 1212143
Forandring i rérelsekapital
Okning (-), minskning (+) kortfristiga fordringar -88 654 -25 895
Okning (+), minskning (-) kortfristiga skulder ** 160 660 -181 796
Kassaflode fran den I6pande verksamheten 410 024 1004 452
Investeringsverksamheten
Forvarv av materiella anldggningstillgangar 0 -866 400
Kassaflode fran investeringsverksamheten -866 400
Finansieringsverksamheten
Upptagna lan 0 2 500 000
Amortering av 1an -700 000 -575 000
Kassaflode fran finansieringsverksamhet -700 000 1925 000
ARETS KASSAFLODE -289 976 2063 052
LIKVIDA MEDEL VID ARETS BORJAN 3238136 1175084
LIKVIDA MEDEL VID ARETS SLUT 2948 160 3238136

Klientmedel klassificeras som likvida medel i kassaflodesanalysen. * Bokford ranta (1 485 929 kr) - forandring av upplupen ranta
(199 863 kr) = 1 286 066 kr. ** Forandringen kortfristiga skulder exklusive skulder till kreditinstitut (not 17) och upplupen ranta i

Upplupna kostnader och férutbetalda intdkter (not 18).
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Noter

NOT 1, REDOVISNINGS- OCH VARDERINGSPRINCIPER

Arsredovisningen for Brf Bergabagen har upprattats enligt Arsredovisningslagen och Bokféringsnamndens allmanna rad 2016:10
(K2), arsredovisning i mindre foretag och 2023:1, kompletterande upplysningar m.m. i bostadsrattsféreningars arsredovisningar.

Redovisning av intdkter
Intdkter bokférs i den period de avser oavsett nar betalning eller avisering skett.

| arsavgiften ingar kostnader for bredband, el, kabel-tv, vatten och viarme.

Anlaggningstillgangar

Materiella anldggningstillgangar redovisas till anskaffningsvarde minskat med avskrivningar. Byggnader och inventarier skrivs av
linjart 6ver den bedémda ekonomiska livslangden. Avskrivningstiden grundar sig pa bedémd ekonomisk livslangd av tillgangen.

Foljande avskrivningstider tillampas:

Byggnad 0,83 %

Maskiner och inventarier 10 %

Markvardet ar inte foremal for avskrivning. Bestaende vardenedgdng hanteras genom nedskrivning. Féreningens finansiella
anlaggningstillgdngar varderas till anskaffningsvarde. | de fall tillgangen pa balansdagen har ett lagre varde @n anskaffningsvardet
sker nedskrivning till det lagre vardet.

Omsattningstillgangar

Fordringar upptas till det belopp som efter individuell prévning berdknas bli betalt.

Foreningens fond for yttre underhall

Reservering till féreningens fond for yttre underhall ingar i styrelsens forslag till resultatdisposition. Efter att beslut tagits pa
foreningsstamma sker dverforing fran balanserat resultat till fond for yttre underhall och redovisas som bundet eget kapital.

Skatter och avgifter

Foreningen ar befriad fran fastighetsavgiften de férsta femton aren. Detta utgar fran fastighetens nybyggnadsar. Lokaler beskattas
med 1,00 % av lokalernas taxeringsvarde.

Fastighetslan

Lan med en bindningstid pa ett ar eller mindre tas i arsredovisningen upp som kortfristiga skulder.

Kassaflodesanalys

Kassaflodesanalysen har upprattats enligt indirekt metod.

Klientmedel klassificeras som likvida medel.
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Arsredovisning 2023

NOT 2, NETTOOMSATTNING 2023 2022
Arsavgifter, bostader 3812 466 3596928
Hyresintakter, p-platser 316 944 288 848
Hyresintakter, lokaler 10 800 10 680
Vatten 61 650 63 146
El 144 358 165572
Overnattnings-/géstlagenhet 8200 7 200
Paminnelseavgift 240 180
Andrahandsuthyrning 6788 7 200
Summa 4361 446 4139754
NOT 3, OVRIGA RORELSEINTAKTER 2023 2022
Ovriga intédkter 4737 96
Elprisstod 108 356 0
Summa 113 093 96
NOT 4, FASTIGHETSSKOTSEL 2023 2022
Fastighetsskotsel 47 826 38 068
Besiktning och service 155 396 115 297
Stadning 96 969 97 902
Tradgardsarbete 146 721 124 834
Snoskottning 82744 72244
Klottersanering 0 1747
Ovrigt 3000 0
Summa 532 655 450 092
NOT 5, REPARATIONER 2023 2022
Reparationer 6 694 7 346
Trapphus/port/entr 0 13113
Dérrar och Ias/porttele 13 448 9 806
VA 0 3429
Varme 7036 2136
Ventilation 62 970 12 343
El 7 369 0
Hissar 70710 34 637
Garage och p-platser 13401 278
Summa 181 627 83 087
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NOT 6, PLANERADE UNDERHALL

Arsredovisning 2023

2023 2022
Ovrigt plan. UH 14 757 9370
Dérrar och las/porttele 479 0
VA 20 000 0
Varme 172 800 0
Ventilation 90 104 43 384
Hissar 438 0
Summa 298 578 52754
NOT 7, TAXEBUNDNA KOSTNADER 2023 2022
Fastighetsel 429501 308 823
Uppvarmning 509 310 537 443
Vatten 284 525 236 188
Sophdmtning 141 115 134 623
Summa 1364 451 1217 077
NOT 8, OVRIGA DRIFTSKOSTNADER 2023 2022
Fastighetsforsakringar 63 255 59935
Kabel-TV 89 252 108 064
Bredband 141 960 141 960
Fastighetsskatt 27 740 27 740
Summa 322 207 337 699
NOT 9, OVRIGA EXTERNA KOSTNADER 2023 2022
Forbrukningsmaterial 2129 1327
Ovriga férvaltningskostnader 22 563 -101 564
Revisionsarvoden 17 199 10749
Ekonomisk forvaltning 84 865 79717
Konsultkostnader 0 11130
Summa 126 755 1359
NOT 10, PERSONALKOSTNADER 2023 2022
Styrelsearvoden 68 800 70 800
Ovriga personalkostnader 123 0
Sociala avgifter 9994 9899
Summa 78917 80 699
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NOT 11, RANTEKOSTNADER OCH LIKNANDE

RESULTATPOSTER

Arsredovisning 2023

2023 2022
Rantekostnader avseende skulder till kreditinstitut 1485929 797 236
Ovriga rantekostnader 0 204
Summa 1485 929 797 440
NOT 12, BYGGNAD OCH MARK 2023-12-31 2022-12-31
Ackumulerat anskaffningsvarde
Ingdende 237 737 000 237 737 000
Utgaende ackumulerat anskaffningsvirde 237 737 000 237 737 000
Ackumulerad avskrivning
Ingaende -10 848 200 -8 875 800
Arets avskrivning -1969 769 -1972 400
Utgaende ackumulerad avskrivning -12 817 969 -10 848 200
UTGAENDE RESTVARDE ENLIGT PLAN 224 919 031 226 888 800
| utgdende restvdrde ingar mark med 1049 231 1049 231
Taxeringsvarde
Taxeringsvarde byggnad 94 774 000 94 774 000
Taxeringsvarde mark 20 800 000 20 800 000
Summa 115 574 000 115 574 000
NOT 13, MASKINER OCH INVENTARIER 2023-12-31 2022-12-31
Ackumulerat anskaffningsvirde
Ingdende 866 400 0
Inkép 0 866 400
Utgaende anskaffningsvirde 866 400 866 400
Ackumulerad avskrivning
Ingdende -86 640 0
Avskrivningar -86 640 -86 640
Utgaende avskrivning -173 280 -86 640
UTGAENDE RESTVARDE ENLIGT PLAN 693 120 779 760
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NOT 14, OVRIGA FORDRINGAR

Arsredovisning 2023

2023-12-31 2022-12-31
Skattekonto 30 656 74 211
Summa 30 656 74211
NOT 15, FORUTBETALDA KOSTNADER OCH UPPLUPNA
INTAKTER 2023-12-31 2022-12-31
Ovriga férutbetalda kostnader och upplupna intékter 6 780 54533
Forsakringspremier 27013 0
Forbet kabel-tv 23762 0
Forvaltning 18 600 0
Summa 76 155 54 533
NOT 16, KASSA OCH BANK 2023-12-31 2022-12-31
Marginalen Bank 9235 543 67 97 0 848 474
SBAB Bank 1038 749 1711059
Marginalen Bank 9235-335 2863 383 666 0
Marginalen Bank 9235-501 9010 1000 000 0
Avrakningsfordran Fastum 0 678 602
Nabo Klientmedelskonto 525 745 0
Summa 2948 160 3238136
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NOT 17, SKULDER TILL

Arsredovisning 2023

VILLKORS- RANTESATS SKULD SKULD
KREDITINSTITUT ANDRINGSDAG 2023-12-31 2023-12-31 2022-12-31
Nordea Hypotek 2024-05-10 4,54 % 16 116 500 -
SBAB - - - 16 116 500
Swedbank Hypotek AB 2024-02-23 0,49 % 16 341 500 16 441 500
Nordea Hypotek 2024-04-04 4,47 % 15 366 500 15 666 500
SBAB 2025-02-12 1,44 % 16 641 500 16 741 500
SBAB 2024-03-13 4,65 % 2 150 000 2350 000
Summa 66 616 000 67 316 000
Varav kortfristig del 50 074 500 34 333 000

Om fem ar berdknas skulden till kreditinstitut uppga till 63 116 000 kr.

Enligt foreningens redovisningsprinciper, som anges i not 1, ska de delar av lanen som har slutbetalningsdag inom ett ar redovisas

som kortfristiga tillsammans med den amortering som planeras att ske under nasta rakenskapsar.

NOT 18, UPPLUPNA KOSTNADER OCH FORUTBETALDA

INTAKTER

2023-12-31 2022-12-31
Ovriga upplupna kostnader och férutbetalda intakter 4755 152 804
El 56 119 0
Uppvarmning 68 188 0
Utgiftsrantor 279 285 79 422
Uppkost bredband 35490 0
Forutbetalda avgifter/hyror 415 875 399 950
Beraknat revisionsarvode 16 000 14 150
Summa 875712 646 326
NOT 19, STALLDA SAKERHETER 2023-12-31 2022-12-31
Fastighetsinteckning 69 266 000 69 266 000

NOT 20, VASENTLIGA HANDELSER EFTER VERKSAMHETSARET

Staket runt var tomt och skyltar planeras att uppsattas i samband med att bygget med Engelska skolan pa granntomten blir klart.

Om tillracklig Ionsamhet erhalls med att omhédnderta atervinningsluften i hus2 s& kommer detta arbete att pabérjas och

férhoppningsvis vara klart till hésten. Omvérldssituationen bevakas kontinuerligt for att forsoka halla avgiftshdjningarna pa rimliga

nivaer genom att se over vara kostnader for bostadslanen och den allménna skétseln av fastigheten.
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Underskrifter

Ort och datum

Bengt Svensson Roger Sjolin
Ordférande Vice ordférande
Anders Lukas Elliot Karlsson Rapp Birgitta Kristell
Styrelseledamot Styrelseledamot
Karl Walum

Styrelseledamot

Var revisionsberattelse har lamnats - -

Ravisor AB
David Oskar Petter Walman
Revisor
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REVISIONSBERATTELSE

Till foreningsstimman i Bostadsrattsforeningen Bergabagen
769626-5748

Rapport om arsredovisningen

Vi har utfért en revision av arsredovisningen for Bostadsrattsféreningen Bergabagen for ar
2023.

Styrelsens ansvar fér 8rsredovisningen

Det &r styrelsen som har ansvaret for att uppréatta en arsredovisning som ger en rattvisande
bild enligt arsredovisningslagen och for den interna kontroll som styrelsen bedémer &r
nédvandig for att uppréatta en arsredovisning som inte innehdller vésentliga felaktigheter,
vare sig dessa beror pd oegentligheter eller pa fel.

Revisorns ansvar

Vart ansvar ar att uttala oss om arsredovisningen pa grundval av var revision. Detta kraver
att vi planerar och utfér revisionen for att uppna rimlig sidkerhet att arsredovisningen inte
innehaller vasentliga felaktigheter.

En revision innefattar att genom olika atgarder inhdmta revisionsbevis om belopp och annan
information i drsredovisningen. Revisorn valjer vilka atgarder som ska utféras, bland annat
genom att bedéma riskerna for véasentliga felaktigheter i drsredovisningen, vare sig dessa
beror pa oegentligheter eller pa fel. Vid denna riskbedémning beaktar revisorn de delar av
den interna kontrollen som &r relevanta for hur féreningen upprattar arsredovisningen for att
ge en rattvisande bild i syfte att utforma granskningsatgarder som &r &ndamalsenliga med
hansyn till omsténdigheterna, men inte i syfte att gora ett uttalande om effektiviteten i
foreningens interna kontroll. En revision innefattar ocksa en utvéardering av
andamalsenligheten i de redovisningsprinciper som har anvénts och av rimligheten i
styrelsens uppskattningar i redovisningen, liksom en utvardering av den évergripande
presentationen i arsredovisningen.

Vi anser att de revisionsbevis som har inhdmtat &r tillrdckliga och &ndamalsenliga som grund
for vart uttalanden.

Uttalanden

Enligt var uppfattning har drsredovisningen uppréttats i enlighet med arsredovisningslagen
och ger en i alla vasentliga avseenden rattvisande bild av féreningens finansiella stadllning
per 2023-12-31 och av dess finansiella resultat fér aret enligt arsredovisningslagen.
Forvaltningsberéttelsen &r forenlig med arsredovisningens 6vriga delar.

Vi tillstyrker darfoér att féreningsstamman faststéller resultatrakningen och balansrékningen.



Rapport om andra krav enligt lagar och andra forfattningar

Utdver var revision av arsredovisningen har vi dven utfért en revision av forslaget till
dispositioner betraffande féreningens vinst eller férlust samt styrelsens férvaltning fér
Bostadsrattsforeningen Bergabagen for ar 2023.

Styrelsens ansvar

Det &r styrelsen som har ansvaret for forslaget till dispositioner betraffande féreningens
vinst eller forlust, och det ar styrelsen som har ansvaret for férvaltningen enligt
bostadsrattslagen.

Revisorns ansvar
Vart ansvar &r att med rimlig sékerhet uttala mig om férslaget till dispositioner betréffande
féreningens vinst eller férlust och om férvaltningen pa@ grundval av var revision.

Som underlag for vart uttalande om styrelsens forslag till dispositioner betréffande
féreningens vinst eller forlust har vi granskat om forslaget ar forenligt med
bostadsrattslagen.

Som underlag for vart uttalande om ansvarsfrihet har vi utdver revisionen av
arsredovisningen granskat vasentliga beslut, atgarder och férhallanden i féreningen for att
kunna bedéma om nagon styrelseledamot &r ersattningsskyldig mot féreningen. Vi har &ven
granskat om ndgon styrelseledamot pa annat satt har handlat i strid med bostadsréattslagen,
arsredovisningslagen eller féreningens stadgar.

Vi anser att de revisionsbevis som inhamtat ar tillréckliga och &ndamalsenliga som grund for
o
vara uttalanden.

Uttalanden
Vi tillstyrker att féreningsstdmman disponerar resultatet enligt forslaget i
forvaltningsberattelsen och beviljar styrelsens ledaméter ansvarsfrihet for rakenskapsaret.

Ravisor AB
David Walman
Revisor
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Forvaltningsberattelse

Verksamheten

Allmant om verksamheten

Foreningen har till andamal att framja medlemmars ekonomiska intressen genom att i féreningens hus upplata
bostadsrattslagenheter under nyttjanderatt och utan tidsbegransning. Upplatelse far dven omfatta mark som ligger i anslutning till
féreningens hus, om marken skall anvandas som komplement till bostadsldgenhet.

Foreningen har registrerats hos Bolagsverket

Foreningens stadgar registrerades 2014-12-17. Styrelsen har uppréattat ekonomisk plan fér foreningens verksamhet som
registrerades av Bolagsverket den 28 januari 2016.

Sdte

Féreningen har sitt site i Osterakers kommun.

Akta forening

Foreningen ar ett privatbostadsforetag enligt inkomstskattelagen (1999:1229) och utgér darmed en akta bostadsrattsforening.

Moms

Foreningen ar momsregistrerad.

Fastigheten
Foreningen ager och forvaltar fastigheten nedan:

Fastighetsbeteckning Forvarv  Kommun
Berga 6:672 2014 Osteraker

Brf Bergabagen (namnéandring fran Portiklunden den 17/12 2014) bildades den 28/6 2013 och forvarvade fastigheten genom kop av
bolaget Bergavdgen Bostader AB den 31/8 2014 som i sin tur sdlde fastigheten till Brf Bergabagen samma datum. Fardigstéllande av
fastigheten upphandlades av MBA Entreprenad Taby den 30/8 2014 gillande etapp 1 och garaget samt den 3/6 2015 géllande etapp
2.

Brf Bergabagen salde bolaget Bergaviagen Bostader AB till Citadellet likvidation AB den 5/4 2016 och bolaget upphérde den 7/11
2016.

Brf Bergabagens fastighet bestar av 2 flerbostadshus i 3-4 vaningar med underliggande garage. Antal bostadsratter ar 70
bostadsratter om totalt 5 012 kvm. Féreningen disponerar 48 parkeringsplatser, varav 43 ar beldgna i garaget. Garage-/lokalytan ar 1
123 kvm.

Lagenhetsfordelning:

21 st 2 rum och kék
33 st 3 rum och kék
15 st 4 rum och kok
1st 6 rum och kok

Fastigheten ar forsakrad hos Brandkontoret fullvardes.
| forsakringen ingar kollektivt bostadsrattstillagg for medlemmarna samt ansvarsforsakring for styrelsen.

Fastighetsavgift/Fastighetsskatt

Kommunal fastighetsavgift for ar 1-15 efter faststallt varde ar utgar ej. Fr. 0. m. ar 16 betalas hel avgift enligt gallande regler.

Fastighetsskatt for lokaler (garage) &r 1% av lokalernas taxeringsvarde.
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Fastighetens taxeringsuppgifter

Taxeringsvardet &r 115 574 tkr varav byggnadsvardet ar 94 774 tkr och markvérdet 20 800 tkr. Varde ar dr 2015/2016.
taxeringsvarde for garaget ar 2 774 tkr.

Ekonomisk forvaltning

Foéreningen har tecknat avtal om ekonomisk férvaltning med Nabo AB fr o m 1/7 2023. Det nuvarande avtalet har en |6ptid fram till
2025-06-30.
Teknisk forvaltning

Foreningen har tecknat avtal om fastighetsskotsel med Svealands fastighetsskotsel AB SVEFAB. Det nuvarande avtal har [6ptid fram
till 2023-12-31. Likasa finns ett antal separata avtal géllande fjarrvarme, vatten, el, sophdmtning, stadning, tradgardsskotsel, service
och tillsyn av hissar, snoskottning, Bredband och TV.

Arsavgifter

Arsavgifter tas ut fran foreningens medlemmar for att ticka foreningens I6pande utgifter for drift och underhall av féreningens
fastighet, rantebetalningar och amorteringar av féreningens fastighetslan samt fondering av medel for framtida underhall enligt av
styrelsen framtagen underhallsplan. Arsavgiften fordelas enligt i den ekonomiska planen faststillda andelstalen for respektive
lagenhet.

Avsattning till yttre fond

Avsattning till yttre fond ska ske med minst 102 425 kr enligt féreningens stadgar.

Foreningens fastighetslan

Kreditinstitut, rante- och amorteringsvillkor framgar av not 16.

Styrelsens sammansattning

Bengt Svensson Ordférande
Roger Sjolin vice ordforande

Anders Lukas Elliot Karlsson Rapp  Styrelseledamot

Birgitta Kristell Styrelseledamot
Karl Walum Styrelseledamot
Fredrik Enos Suppleant
Kenneth Lodeklint Suppleant

Valberedning

Ulrika Falk sammankallande

Firmateckning

Firman tecknas, forutom av styrelsen, av styrelsens ledaméter tva i forening

Revisorer

David Oskar Petter Walman Revisor Réavisor AB

Sammantraden och styrelsemoten

Ordinarie foreningsstamma holls 2023-05-31.

Styrelsen har under verksamhetsaret haft 14 protokollférda sammantraden.

Teknisk status

Foreningen foljer en underhallsplan som upprattades 2023 och stracker sig fram till 2073.
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Medlemsinformation

Antalet lagenhetsoverlatelser under aret 4

Antalet medlemmar vid arets bérjan 98

Antalet medlemmar som tillkommit under aret 7

Antalet medlemmar som ldmnat féreningen under aret 4
Antalet medlemmar vid arets slut 101

Antal rostberattigade 1 per lagenhet

Vdsentliga handelser under rakenskapsaret
Enkat har genomforts dar bland annat intresset for alternativa finansieringsalternativ till avgiftshojningar efterfragades.

Brandskydds planen har uppdaterats med forteckning 6ver vilka lagenheter som har braskamin installerat vilka enligt lag skall sotas
minst var 6:e ar.

Garagets varmefilter lackte vatten. Forsakringsbolaget anlitades for att tacka reparationen men sjalvrisken blev for hég varfor beslut
togs om att inte koppla in vairmebatteriet igen. Detta eftersom viarmen i garaget, ca 10 grader, kan uppratthallas anda.

Aterkommande problem med FASTUM innebar att vi undersokte om vi kunde byta forvaltare. Problemen bestod i felaktiga fakturor,
dalig uppféljning mm.

NABO AB hade mest fordelaktigt anbud varfor avtal tecknats med dem att ta 6ver den ekonomiska forvaltningen fran och med 1/7
2023.

Den ekonomiska uppféljningen har darefter blivit betydligt enklare med NABOs system. Eftersom allt arbete skots digitalt sa har
ocksa behovet att skicka dokument fram och tillbaka med post reducerats.

Omlaggning av 2 fastighetslan har skett till rorlig ranta eftersom ranteldget drastiskt har forsamrats vilket ger féreningen 6kade
rantekostnader om ca 1,5 Mkr/ar jamfort med nér rantan var som lagst. Forhoppningsvis kommer det hoga ranteldget att minska
from 2024 och framat sa att avgiftshojningarna kan begransas.

Avgiftshdjning om 12% beslutades from 1/7 2023 pa grund av de hdga rantorna pa bostadsldanen samt hoga elpriser och allman

inflation.

Under aret har vi fortlopande erhallit information om hur bygget av Engelska skolan pa var granntomt fortl6pt. Férbesiktning och
efterbesiktning har skett efter de sprangningsarbeten som genomférts och dar var fastighet har funnits i riskzonen. Inga skador med
anledning av sprangningarna har upptackts.

Injustering av varme och varmvattensystemet har slutférts under varen.

Falska brandlarm i ventilationssystemet har uppstatt pa grund av damm vilket medfért att flaktarna har gatt upp pa hogvarv vilket
orsakat mycket hogt flaktljud i lagenheterna intill dess att larmet aterstallts.

Ventilationskanalerna har rengjorts i 2 portar och logiken for flaktstyrning och brandlarm har setts éver och dndrats.

Serviceavtal for hissarna i hus 2 har samordnats med avtalet for hissarna i hus 1 sa att firman Althiss AB nu ansvarar for

underhall/service av samtliga vara hissar.
Elkostnadsbidrag for 2022 har sokts och beviljats med ca 108 000 kr.
Beslut om att byta néd och hanvisnings belysningen succesivt har tagits till belysning med kondensator backup istéllet for batteri

backup vilket ger lagre kostnader under en 10 ars period. Kondensator backup garanteras i 11 ar medans batterier maste bytas var
2-3ar.
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Nyplantering av véxter i tradgarden samt ograsbekampning i grasmattan har genomforts.

Framtidssakring av samtliga hissars nédtelefoner har genomforts till en kostnad av ca 50 000 kr. Likasa har framtidsakring av
garageportens mandévrering med mobiltelefon ocksd genomforts. Allt detta for att 2/3g natet for mobiltelefoni slacks ner
2024/2025.

Anslagstavlor har anskaffats och satts upp i samtliga portar.

En underhallsplan for ndrmaste 50 aren har tagits fram. Planen ar ett bra stod for styrelsen att kunna planera och finansiera
erforderligt underhall. Planen kommer att uppdateras vart 5:e ar.

Fortsatt arbete har skett med problemen med varmeforsérjningen till de hogst belagna lagenheterna.
Eon har nu bytt cirkulationspump som fellarmat och dven bytt expansionskarlet fran 300 | till 450 I.
Temperaturen i ldagenheterna verkar nu ha stabiliserats kring bérvardet 21 grader.

Anmarkningar fran 2- och 5-arsbesiktningen har nu atgardats, forutom i 1 lagenhet.

Varmepumpen har nu varit i drift under ett helt ar och denna och 6vriga atgarder i vairmesystemet har minskat fjarrvarme
forbrukningen med ca 45%. Ekonomiskt sa slar denna besparing igenom fullt ut forst 2024 pa grund av Eons prissattning.
Investeringen kommer att vara fullt ut betald pa mindre &n 4 ar vilket far anses vara anmarkningsvart bra.

Vi kan ocksa gladja oss at att medlemmarna fortsatter att hushalla med hushallsel ca -8 % medans férbrukningen av varmvatten
okade med ca 3 %.

Framtagning av offertunderlag for steg 2 av de varmebesparande atgarderna har paborjats genom att kartlagga hur atervinning av

franluften fran lagenheterna i port E-G skall kunna tas om hand och stétta fjarrvarmen.

Filter till Iagenheternas radiatorer har inkopts och fordelats till lagenheterna 2 ganger under aret. Detta pa grund av att filtren
smutsats ner ovanligt mycket under aret pa grund av det pagaende bygget av Engelska skolan pa granntomten.

Nytt avtal har tecknats med MK tradgard for snéskottning och sandning vintern 2023/2024.

Nytt avtal har tecknats med Remondis AB for hdmtning och atervinning av forpackningar och tidningar eftersom var tidigare
leverantor Stena Recycling inte dr godkdnd av kommunen som dvertagit ansvaret for atervinning from 1/1 2024.

Styrelsen har stottat en spontant bildad trivselgrupp vilka har genomfért diverse aktiviteter under hosten samt dven sett till att
innergarden lysts upp med marschaller vid olika tillfdllen. Aven en julgran med belysning har anskaffats till innergérden.
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Flerarsoversikt

NYCKELTAL 2023 2022 2021 2020
Nettoomsattning 4361 4140 4106 4099
Resultat efter fin. poster -1918 -921 -1184 -1070
Soliditet (%) 70 71 71 71
Arsavgift per kvm upplaten med bostadsratt 802 763 761 761
Arsavgifternas andel av totala rorelseintakter (%) 90 92 93 93
Skuldsattning per kvm upplaten med bostadsratt 13291 13428 13 044 13299
Skuldsattning per kvm totalyta 10 858 10972 10 659 10 809
Sparande per kvm totalyta 127 275 205 180
Energikostnad per kvm totalyta 199 176 188 156
Rantekéanslighet (%) 17 16 16 16

Soliditet (%) - justerat eget kapital / totalt kapital.
Nyckeltalet anger hur stor del av féreningens tillgangar som ar finansierat med det egna kapitalet.

Skuldsattning - rantebarande skulder / kvadratmeter bostadsrattsyta respektive totalyta.
Nyckeltalet visar hur hogt beldnad féreningen ar per kvadratmeter. Nyckeltalet anvands for att bedoma majlighet till nyupplaning.

Sparande - (arets resultat + avskrivningar + kostnadsfort planerat underhall) / totalyta.
Nyckeltalet visar hur manga kronor per kvadratmeter foreningens intakter genererar som kan anvandas till framtida underhall.

Nyckeltalet bor sattas i relation till behovet av sparande.

Energikostnad - (kostnad for el + vatten + virme) / totalyta. (Omdefinition 2023)
Nyckeltalet visar hur manga kronor per kvadratmeter féreningen betalar i energikostnader.

Kostnader for el och vatten (totalt 206 008 kr) tas ut via arsavgiften genom individuell matning av férbrukningen, och ingar darmed i
berdkningen av nyckeltalet for arsavgifter under bokslutsaret.

Rintekinslighet (%) - rantebarande skulder / ett ars arsavgifter.
Nyckeltalet visar hur manga % arsavgiften behover hojas for att bibehalla kassaflédet om den genomsnittliga skuldrantan 6kar med

1 procentenhet.
Totalyta - bostadsyta och lokalyta inkl. garage (for smahus ingar dven biyta).

Arsavgifter - alla obligatoriska avgifter som debiteras ytor som &r upplatna med bostadsratt och som definieras som &rsavgift enligt
bostadsrattslagen. (Omdefinition 2023)

Upplysning vid forlust

Okade rantekostnader pa grund av omvarldslaget.

Forandringar i eget kapital
DISPONERING AV

FOREGAENDE ARS DISPONERING AV
2022-12-31 RESULTAT OVRIGA POSTER 2023-12-31
Insatser 168 671 000 - - 168 671 000
Fond, yttre underhall 548 524 - 89 793 638317
Balanserat resultat -5449 098 -920 503 -89 793 -6 459 394
Arets resultat -920 503 920503 -1918 254 -1918 254
Eget kapital 162 849 923 0 -1918 254 160 931 669
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Resultatdisposition

Till foreningsstammans forfogande star foljande medel:

Arsredovisning 2023

Balanserat resultat -6 459 394

Arets resultat -1918 254

Totalt -8 377 648

Styrelsen foreslar att medlen disponeras enligt féljande:

Reservering fond for yttre underhall 102 425

Balanseras i ny rakning -8 480 073
-8 377 648

Den ekonomiska stallningen i 6vrigt framgar av foljande resultat- och balansrakning samt kassaflédesanalys med tillhérande noter.
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Resultatrakning

Arsredovisning 2023

1 JANUARI - 31 DECEMBER NOT 2023 2022
Rorelseintakter

Nettoomsattning 2 4361 446 4139754
Ovriga rorelseintdkter 3 113 093 96
Summa rorelseintakter 4474539 4139 850
Rorelsekostnader

Driftskostnader 4,5,6,7,8 -2 699517 -2 140 709
Ovriga externa kostnader 9 -126 755 -1359
Personalkostnader 10 -78 917 -80 699
Avskrivningar av materiella anldggningstillgangar -2 056 409 -2 059 040
Summa rorelsekostnader -4 961 598 -4 281 807
RORELSERESULTAT -487 059 -141 957
Finansiella poster

Ranteintakter och liknande resultatposter 54 735 18 894
Rantekostnader och liknande resultatposter 11 -1 485929 -797 440
Summa finansiella poster -1431 194 -778 547
RESULTAT EFTER FINANSIELLA POSTER -1918 254 -920 503
ARETS RESULTAT -1918 254 -920 503
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Balansrakning

Arsredovisning 2023

TILLGANGAR NOT 2023-12-31 2022-12-31
ANLAGGNINGSTILLGANGAR

Materiella anlaggningstillgangar

Byggnad och mark 12 224919 031 226 888 800
Maskiner och inventarier 13 693 120 779 760
Summa materiella anldggningstillgangar 225612 151 227 668 560
SUMMA ANLAGGNINGSTILLGANGAR 225612 151 227 668 560
OMSATTNINGSTILLGANGAR

Kortfristiga fordringar

Kund- och avgiftsfordringar 111 108 521
Ovriga fordringar 14 30656 74211
Forutbetalda kostnader och upplupna intdkter 15 76 155 54 533
Summa kortfristiga fordringar 217 919 129 265
Kassa och bank

Kassa och bank 16 2948 160 3238136
Summa kassa och bank 2948 160 3238136
SUMMA OMSATTNINGSTILLGANGAR 3166 079 3367 400
SUMMA TILLGANGAR 228 778 229 231 035 960
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Balansrakning

Arsredovisning 2023

EGET KAPITAL OCH SKULDER NOT 2023-12-31 2022-12-31
EGET KAPITAL

Bundet eget kapital

Medlemsinsatser 168 671 000 168 671 000
Fond for yttre underhall 638 317 548 524
Summa bundet eget kapital 169 309 317 169 219 524
Fritt eget kapital

Balanserat resultat -6 459 394 -5449 098
Arets resultat -1918 254 -920 503
Summa fritt eget kapital -8 377 648 -6 369 601
SUMMA EGET KAPITAL 160 931 669 162 849 923
Langfristiga skulder

Skulder till kreditinstitut 17 16 541 500 32983 000
Summa langfristiga skulder 16 541 500 32983 000
Kortfristiga skulder

Skulder till kreditinstitut 17 50 074 500 34 333 000
Leverantdrsskulder 295572 157 445
Skatteskulder 55480 66 700
Ovriga kortfristiga skulder 3796 -433
Upplupna kostnader och férutbetalda intakter 18 875712 646 326
Summa kortfristiga skulder 51 305 060 35203 037
SUMMA EGET KAPITAL OCH SKULDER 228 778 229 231 035960
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Kassaflodesanalys

Arsredovisning 2023

1 JANUARI - 31 DECEMBER 2023 2022
Den I6pande verksamheten
Rorelseresultat -487 059 -141 957
Justering av poster som inte ingar i kassaflédet
Arets avskrivningar 2 056 409 2 059 040
1569 350 1917 083
Erhdllen ranta 54 735 18 894
Erlagd ranta * -1 286 066 -723 834
Kassaflode fran I6pande verksamheten fére forandringar av rorelsekapital 338019 1212143
Forandring i rérelsekapital
Okning (-), minskning (+) kortfristiga fordringar -88 654 -25 895
Okning (+), minskning (-) kortfristiga skulder ** 160 660 -181 796
Kassaflode fran den I6pande verksamheten 410 024 1004 452
Investeringsverksamheten
Forvarv av materiella anldggningstillgangar 0 -866 400
Kassaflode fran investeringsverksamheten -866 400
Finansieringsverksamheten
Upptagna lan 0 2 500 000
Amortering av 1an -700 000 -575 000
Kassaflode fran finansieringsverksamhet -700 000 1925 000
ARETS KASSAFLODE -289 976 2063 052
LIKVIDA MEDEL VID ARETS BORJAN 3238136 1175084
LIKVIDA MEDEL VID ARETS SLUT 2948 160 3238136

Klientmedel klassificeras som likvida medel i kassaflodesanalysen. * Bokford ranta (1 485 929 kr) - forandring av upplupen ranta
(199 863 kr) = 1 286 066 kr. ** Forandringen kortfristiga skulder exklusive skulder till kreditinstitut (not 17) och upplupen ranta i

Upplupna kostnader och férutbetalda intdkter (not 18).
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Noter

NOT 1, REDOVISNINGS- OCH VARDERINGSPRINCIPER

Arsredovisningen for Brf Bergabagen har upprattats enligt Arsredovisningslagen och Bokféringsnamndens allmanna rad 2016:10
(K2), arsredovisning i mindre foretag och 2023:1, kompletterande upplysningar m.m. i bostadsrattsféreningars arsredovisningar.

Redovisning av intdkter
Intdkter bokférs i den period de avser oavsett nar betalning eller avisering skett.

| arsavgiften ingar kostnader for bredband, el, kabel-tv, vatten och viarme.

Anlaggningstillgangar

Materiella anldggningstillgangar redovisas till anskaffningsvarde minskat med avskrivningar. Byggnader och inventarier skrivs av
linjart 6ver den bedémda ekonomiska livslangden. Avskrivningstiden grundar sig pa bedémd ekonomisk livslangd av tillgangen.

Foljande avskrivningstider tillampas:

Byggnad 0,83 %

Maskiner och inventarier 10 %

Markvardet ar inte foremal for avskrivning. Bestaende vardenedgdng hanteras genom nedskrivning. Féreningens finansiella
anlaggningstillgdngar varderas till anskaffningsvarde. | de fall tillgangen pa balansdagen har ett lagre varde @n anskaffningsvardet
sker nedskrivning till det lagre vardet.

Omsattningstillgangar

Fordringar upptas till det belopp som efter individuell prévning berdknas bli betalt.

Foreningens fond for yttre underhall
Reservering till féreningens fond for yttre underhall ingar i styrelsens forslag till resultatdisposition. Efter att beslut tagits pa

foreningsstamma sker dverforing fran balanserat resultat till fond for yttre underhall och redovisas som bundet eget kapital.

Skatter och avgifter

Foreningen ar befriad fran fastighetsavgiften de férsta femton aren. Detta utgar fran fastighetens nybyggnadsar. Lokaler beskattas
med 1,00 % av lokalernas taxeringsvarde.

Fastighetslan

Lan med en bindningstid pa ett ar eller mindre tas i arsredovisningen upp som kortfristiga skulder.

Kassaflodesanalys

Kassaflodesanalysen har upprattats enligt indirekt metod.

Klientmedel klassificeras som likvida medel.
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NOT 2, NETTOOMSATTNING

Arsredovisning 2023

2023 2022
Arsavgifter, bostader 3812 466 3596928
Hyresintakter, p-platser 316 944 288 848
Hyresintakter, lokaler 10 800 10 680
Vatten 61 650 63 146
El 144 358 165572
Overnattnings-/géstlagenhet 8200 7 200
Paminnelseavgift 240 180
Andrahandsuthyrning 6788 7 200
Summa 4361 446 4139754
NOT 3, OVRIGA RORELSEINTAKTER 2023 2022
Ovriga intédkter 4737 96
Elprisstod 108 356 0
Summa 113 093 96
NOT 4, FASTIGHETSSKOTSEL 2023 2022
Fastighetsskotsel 47 826 38 068
Besiktning och service 155 396 115 297
Stadning 96 969 97 902
Tradgardsarbete 146 721 124 834
Snoskottning 82744 72244
Klottersanering 0 1747
Ovrigt 3000 0
Summa 532 655 450 092
NOT 5, REPARATIONER 2023 2022
Reparationer 6 694 7 346
Trapphus/port/entr 0 13113
Dérrar och Ias/porttele 13 448 9 806
VA 0 3429
Varme 7036 2136
Ventilation 62 970 12 343
El 7 369 0
Hissar 70710 34 637
Garage och p-platser 13401 278
Summa 181 627 83 087
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NOT 6, PLANERADE UNDERHALL

Arsredovisning 2023

2023 2022
Ovrigt plan. UH 14 757 9370
Dérrar och las/porttele 479 0
VA 20 000 0
Varme 172 800 0
Ventilation 90 104 43 384
Hissar 438 0
Summa 298 578 52754
NOT 7, TAXEBUNDNA KOSTNADER 2023 2022
Fastighetsel 429501 308 823
Uppvarmning 509 310 537 443
Vatten 284 525 236 188
Sophdmtning 141 115 134 623
Summa 1364 451 1217 077
NOT 8, OVRIGA DRIFTSKOSTNADER 2023 2022
Fastighetsforsakringar 63 255 59935
Kabel-TV 89 252 108 064
Bredband 141 960 141 960
Fastighetsskatt 27 740 27 740
Summa 322 207 337 699
NOT 9, OVRIGA EXTERNA KOSTNADER 2023 2022
Forbrukningsmaterial 2129 1327
Ovriga férvaltningskostnader 22 563 -101 564
Revisionsarvoden 17 199 10749
Ekonomisk forvaltning 84 865 79717
Konsultkostnader 0 11130
Summa 126 755 1359
NOT 10, PERSONALKOSTNADER 2023 2022
Styrelsearvoden 68 800 70 800
Ovriga personalkostnader 123 0
Sociala avgifter 9994 9899
Summa 78917 80 699
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NOT 11, RANTEKOSTNADER OCH LIKNANDE

RESULTATPOSTER

Arsredovisning 2023

2023 2022
Rantekostnader avseende skulder till kreditinstitut 1485929 797 236
Ovriga rantekostnader 0 204
Summa 1485 929 797 440
NOT 12, BYGGNAD OCH MARK 2023-12-31 2022-12-31
Ackumulerat anskaffningsvarde
Ingdende 237 737 000 237 737 000
Utgaende ackumulerat anskaffningsvirde 237 737 000 237 737 000
Ackumulerad avskrivning
Ingdende -10 848 200 -8 875 800
Arets avskrivning -1969 769 -1972 400
Utgaende ackumulerad avskrivning -12 817 969 -10 848 200
UTGAENDE RESTVARDE ENLIGT PLAN 224919 031 226 888 800
| utgdende restvdrde ingdr mark med 1049 231 1049 231
Taxeringsvarde
Taxeringsvarde byggnad 94 774 000 94 774 000
Taxeringsvarde mark 20 800 000 20 800 000
Summa 115 574 000 115 574 000
NOT 13, MASKINER OCH INVENTARIER 2023-12-31 2022-12-31
Ackumulerat anskaffningsvirde
Ingdende 866 400 0
Inkép 0 866 400
Utgaende anskaffningsvirde 866 400 866 400
Ackumulerad avskrivning
Ingdende -86 640 0
Avskrivningar -86 640 -86 640
Utgaende avskrivning -173 280 -86 640
UTGAENDE RESTVARDE ENLIGT PLAN 693 120 779 760

Sida 14 av 17





ID:59d0b1c0-0216-11ef-9900-7196a51da83d Status: Signerat av alla

Brf Bergabagen
769626-5748

NOT 14, OVRIGA FORDRINGAR

Arsredovisning 2023

2023-12-31 2022-12-31
Skattekonto 30 656 74 211
Summa 30 656 74211
NOT 15, FORUTBETALDA KOSTNADER OCH UPPLUPNA
INTAKTER 2023-12-31 2022-12-31
Ovriga férutbetalda kostnader och upplupna intékter 6 780 54533
Forsakringspremier 27013 0
Forbet kabel-tv 23762 0
Forvaltning 18 600 0
Summa 76 155 54 533
NOT 16, KASSA OCH BANK 2023-12-31 2022-12-31
Marginalen Bank 9235 543 67 97 0 848 474
SBAB Bank 1038 749 1711059
Marginalen Bank 9235-335 2863 383 666 0
Marginalen Bank 9235-501 9010 1000 000 0
Avrakningsfordran Fastum 0 678 602
Nabo Klientmedelskonto 525 745 0
Summa 2948 160 3238136
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NOT 17, SKULDER TILL

Arsredovisning 2023

VILLKORS- RANTESATS SKULD SKULD
KREDITINSTITUT ANDRINGSDAG 2023-12-31 2023-12-31 2022-12-31
Nordea Hypotek 2024-05-10 4,54 % 16 116 500 -
SBAB - - - 16 116 500
Swedbank Hypotek AB 2024-02-23 0,49 % 16 341 500 16 441 500
Nordea Hypotek 2024-04-04 4,47 % 15 366 500 15 666 500
SBAB 2025-02-12 1,44 % 16 641 500 16 741 500
SBAB 2024-03-13 4,65 % 2 150 000 2350 000
Summa 66 616 000 67 316 000
Varav kortfristig del 50 074 500 34 333 000

Om fem ar berdknas skulden till kreditinstitut uppga till 63 116 000 kr.

Enligt foreningens redovisningsprinciper, som anges i not 1, ska de delar av lanen som har slutbetalningsdag inom ett ar redovisas

som kortfristiga tillsammans med den amortering som planeras att ske under nasta rakenskapsar.

NOT 18, UPPLUPNA KOSTNADER OCH FORUTBETALDA

INTAKTER 2023-12-31 2022-12-31
Ovriga upplupna kostnader och férutbetalda intakter 4755 152 804
El 56 119 0
Uppvarmning 68 188 0
Utgiftsrantor 279 285 79 422
Uppkost bredband 35490 0
Forutbetalda avgifter/hyror 415 875 399 950
Beraknat revisionsarvode 16 000 14 150
Summa 875712 646 326
NOT 19, STALLDA SAKERHETER 2023-12-31 2022-12-31
Fastighetsinteckning 69 266 000 69 266 000

NOT 20, VASENTLIGA HANDELSER EFTER VERKSAMHETSARET

Staket runt var tomt och skyltar planeras att uppsattas i samband med att bygget med Engelska skolan pa granntomten blir klart.

Om tillracklig Ionsamhet erhalls med att omhédnderta atervinningsluften i hus2 s& kommer detta arbete att pabérjas och

férhoppningsvis vara klart till hésten. Omvérldssituationen bevakas kontinuerligt for att forsoka halla avgiftshdjningarna pa rimliga

nivaer genom att se over vara kostnader for bostadslanen och den allménna skétseln av fastigheten.
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Forvaltningsberattelse

Verksamheten

Allmant om verksamheten

Foreningen har till andamal att framja medlemmars ekonomiska intressen genom att i féreningens hus upplata
bostadsrattslagenheter under nyttjanderatt och utan tidsbegransning. Upplatelse far dven omfatta mark som ligger i anslutning till
féreningens hus, om marken skall anvandas som komplement till bostadsldgenhet.

Foreningen har registrerats hos Bolagsverket

Foreningens stadgar registrerades 2014-12-17. Styrelsen har uppréattat ekonomisk plan fér foreningens verksamhet som
registrerades av Bolagsverket den 28 januari 2016.

Sdte

Féreningen har sitt site i Osterakers kommun.

Akta forening

Foreningen ar ett privatbostadsforetag enligt inkomstskattelagen (1999:1229) och utgér darmed en akta bostadsrattsforening.

Moms

Foreningen ar momsregistrerad.

Fastigheten
Foreningen ager och forvaltar fastigheten nedan:

Fastighetsbeteckning Forvarv  Kommun
Berga 6:672 2014 Osteraker

Brf Bergabagen (namnéandring fran Portiklunden den 17/12 2014) bildades den 28/6 2013 och forvarvade fastigheten genom kop av
bolaget Bergavdgen Bostader AB den 31/8 2014 som i sin tur sdlde fastigheten till Brf Bergabagen samma datum. Fardigstéllande av

fastigheten upphandlades av MBA Entreprenad Taby den 30/8 2014 gillande etapp 1 och garaget samt den 3/6 2015 géllande etapp
2.

Brf Bergabagen salde bolaget Bergaviagen Bostader AB till Citadellet likvidation AB den 5/4 2016 och bolaget upphérde den 7/11
2016.

Brf Bergabagens fastighet bestar av 2 flerbostadshus i 3-4 vaningar med underliggande garage. Antal bostadsratter ar 70
bostadsratter om totalt 5 012 kvm. Féreningen disponerar 48 parkeringsplatser, varav 43 ar beldgna i garaget. Garage-/lokalytan ar 1
123 kvm.

Lagenhetsfordelning:

21 st 2 rum och kék
33 st 3 rum och kék
15 st 4 rum och kok
1st 6 rum och kok

Fastigheten ar forsakrad hos Brandkontoret fullvardes.
| forsakringen ingar kollektivt bostadsrattstillagg for medlemmarna samt ansvarsforsakring for styrelsen.

Fastighetsavgift/Fastighetsskatt

Kommunal fastighetsavgift for ar 1-15 efter faststallt varde ar utgar ej. Fr. 0. m. ar 16 betalas hel avgift enligt gallande regler.

Fastighetsskatt for lokaler (garage) &r 1% av lokalernas taxeringsvarde.
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Fastighetens taxeringsuppgifter

Taxeringsvardet &r 115 574 tkr varav byggnadsvardet ar 94 774 tkr och markvérdet 20 800 tkr. Varde ar dr 2015/2016.
taxeringsvarde for garaget ar 2 774 tkr.

Ekonomisk forvaltning

Foéreningen har tecknat avtal om ekonomisk férvaltning med Nabo AB fr o m 1/7 2023. Det nuvarande avtalet har en |6ptid fram till
2025-06-30.
Teknisk forvaltning

Foreningen har tecknat avtal om fastighetsskotsel med Svealands fastighetsskotsel AB SVEFAB. Det nuvarande avtal har [6ptid fram
till 2023-12-31. Likasa finns ett antal separata avtal géllande fjarrvarme, vatten, el, sophdmtning, stadning, tradgardsskotsel, service
och tillsyn av hissar, snoskottning, Bredband och TV.

Arsavgifter

Arsavgifter tas ut fran foreningens medlemmar for att ticka foreningens I6pande utgifter for drift och underhall av féreningens
fastighet, rantebetalningar och amorteringar av féreningens fastighetslan samt fondering av medel for framtida underhall enligt av
styrelsen framtagen underhallsplan. Arsavgiften fordelas enligt i den ekonomiska planen faststillda andelstalen for respektive
lagenhet.

Avsattning till yttre fond

Avsattning till yttre fond ska ske med minst 102 425 kr enligt féreningens stadgar.

Foreningens fastighetslan

Kreditinstitut, rante- och amorteringsvillkor framgar av not 16.

Styrelsens sammansattning

Bengt Svensson Ordférande
Roger Sjolin vice ordforande

Anders Lukas Elliot Karlsson Rapp  Styrelseledamot

Birgitta Kristell Styrelseledamot
Karl Walum Styrelseledamot
Fredrik Enos Suppleant
Kenneth Lodeklint Suppleant

Valberedning

Ulrika Falk sammankallande

Firmateckning

Firman tecknas, forutom av styrelsen, av styrelsens ledaméter tva i forening

Revisorer

David Oskar Petter Walman Revisor Réavisor AB

Sammantraden och styrelsemoten

Ordinarie foreningsstamma holls 2023-05-31.

Styrelsen har under verksamhetsaret haft 14 protokollférda sammantraden.

Teknisk status

Foreningen foljer en underhallsplan som upprattades 2023 och stracker sig fram till 2073.
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Medlemsinformation

Antalet lagenhetsoverlatelser under aret 4

Antalet medlemmar vid arets bérjan 98

Antalet medlemmar som tillkommit under aret 7

Antalet medlemmar som ldmnat féreningen under aret 4
Antalet medlemmar vid arets slut 101

Antal rostberattigade 1 per lagenhet

Vdsentliga handelser under rakenskapsaret

Enkat har genomforts dar bland annat intresset for alternativa finansieringsalternativ till avgiftshojningar efterfragades.

Brandskydds planen har uppdaterats med forteckning 6ver vilka lagenheter som har braskamin installerat vilka enligt lag skall sotas
minst var 6:e ar.

Garagets varmefilter lackte vatten. Forsakringsbolaget anlitades for att tacka reparationen men sjalvrisken blev for hég varfor beslut
togs om att inte koppla in vairmebatteriet igen. Detta eftersom viarmen i garaget, ca 10 grader, kan uppratthallas anda.

Aterkommande problem med FASTUM innebar att vi undersokte om vi kunde byta forvaltare. Problemen bestod i felaktiga fakturor,
dalig uppféljning mm.

NABO AB hade mest fordelaktigt anbud varfor avtal tecknats med dem att ta 6ver den ekonomiska forvaltningen fran och med 1/7
2023.

Den ekonomiska uppféljningen har darefter blivit betydligt enklare med NABOs system. Eftersom allt arbete skots digitalt sa har
ocksa behovet att skicka dokument fram och tillbaka med post reducerats.

Omlaggning av 2 fastighetslan har skett till rorlig ranta eftersom rénteldget drastiskt har forsamrats vilket ger foreningen 6kade
rantekostnader om ca 1,5 Mkr/ar jamfort med nér rantan var som lagst. Forhoppningsvis kommer det hoga ranteldget att minska
from 2024 och framat sa att avgiftshojningarna kan begransas.

Avgiftshdjning om 12% beslutades from 1/7 2023 pa grund av de hdga rantorna pa bostadsldanen samt hoga elpriser och allman
inflation.

Under aret har vi fortlopande erhallit information om hur bygget av Engelska skolan pa var granntomt fortl6pt. Férbesiktning och
efterbesiktning har skett efter de sprangningsarbeten som genomférts och dar var fastighet har funnits i riskzonen. Inga skador med
anledning av sprangningarna har upptackts.

Injustering av varme och varmvattensystemet har slutférts under varen.

Falska brandlarm i ventilationssystemet har uppstatt pa grund av damm vilket medfért att flaktarna har gatt upp pa hogvarv vilket
orsakat mycket hogt flaktljud i lagenheterna intill dess att larmet aterstallts.

Ventilationskanalerna har rengjorts i 2 portar och logiken for flaktstyrning och brandlarm har setts éver och dndrats.

Serviceavtal for hissarna i hus 2 har samordnats med avtalet for hissarna i hus 1 sa att firman Althiss AB nu ansvarar for

underhall/service av samtliga vara hissar.
Elkostnadsbidrag for 2022 har sokts och beviljats med ca 108 000 kr.
Beslut om att byta néd och hanvisnings belysningen succesivt har tagits till belysning med kondensator backup istéllet for batteri

backup vilket ger lagre kostnader under en 10 ars period. Kondensator backup garanteras i 11 ar medans batterier maste bytas var
2-3ar.
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Nyplantering av véxter i tradgarden samt ograsbekampning i grasmattan har genomforts.

Framtidssakring av samtliga hissars nédtelefoner har genomforts till en kostnad av ca 50 000 kr. Likasa har framtidsakring av
garageportens mandévrering med mobiltelefon ocksd genomforts. Allt detta for att 2/3g natet for mobiltelefoni slacks ner
2024/2025.

Anslagstavlor har anskaffats och satts upp i samtliga portar.

En underhallsplan for ndrmaste 50 aren har tagits fram. Planen ar ett bra stod for styrelsen att kunna planera och finansiera
erforderligt underhall. Planen kommer att uppdateras vart 5:e ar.

Fortsatt arbete har skett med problemen med varmeforsérjningen till de hogst belagna lagenheterna.
Eon har nu bytt cirkulationspump som fellarmat och dven bytt expansionskarlet fran 300 | till 450 I.
Temperaturen i ldagenheterna verkar nu ha stabiliserats kring bérvardet 21 grader.

Anmarkningar fran 2- och 5-arsbesiktningen har nu atgardats, forutom i 1 lagenhet.

Varmepumpen har nu varit i drift under ett helt ar och denna och 6vriga atgarder i vairmesystemet har minskat fjarrvarme
forbrukningen med ca 45%. Ekonomiskt sa slar denna besparing igenom fullt ut forst 2024 pa grund av Eons prissattning.
Investeringen kommer att vara fullt ut betald pa mindre &n 4 ar vilket far anses vara anmarkningsvart bra.

Vi kan ocksa gladja oss at att medlemmarna fortsatter att hushalla med hushallsel ca -8 % medans férbrukningen av varmvatten
okade med ca 3 %.

Framtagning av offertunderlag for steg 2 av de varmebesparande atgarderna har paborjats genom att kartlagga hur atervinning av

franluften fran lagenheterna i port E-G skall kunna tas om hand och stétta fjarrvarmen.

Filter till Iagenheternas radiatorer har inkopts och fordelats till lagenheterna 2 ganger under aret. Detta pa grund av att filtren
smutsats ner ovanligt mycket under aret pa grund av det pagaende bygget av Engelska skolan pa granntomten.

Nytt avtal har tecknats med MK tradgard for snéskottning och sandning vintern 2023/2024.

Nytt avtal har tecknats med Remondis AB for hdmtning och atervinning av forpackningar och tidningar eftersom var tidigare
leverantor Stena Recycling inte dr godkdnd av kommunen som dvertagit ansvaret for atervinning from 1/1 2024.

Styrelsen har stottat en spontant bildad trivselgrupp vilka har genomfért diverse aktiviteter under hosten samt dven sett till att
innergarden lysts upp med marschaller vid olika tillfdllen. Aven en julgran med belysning har anskaffats till innergérden.
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Flerarsoversikt

NYCKELTAL 2023 2022 2021 2020
Nettoomsattning 4361 4140 4106 4099
Resultat efter fin. poster -1918 -921 -1184 -1070
Soliditet (%) 70 71 71 71
Arsavgift per kvm upplaten med bostadsratt 802 763 761 761
Arsavgifternas andel av totala rorelseintakter (%) 90 92 93 93
Skuldsattning per kvm upplaten med bostadsratt 13291 13428 13 044 13299
Skuldsattning per kvm totalyta 10 858 10972 10 659 10 809
Sparande per kvm totalyta 127 275 205 180
Energikostnad per kvm totalyta 199 176 188 156
Rantekéanslighet (%) 17 16 16 16

Soliditet (%) - justerat eget kapital / totalt kapital.
Nyckeltalet anger hur stor del av féreningens tillgangar som ar finansierat med det egna kapitalet.

Skuldsattning - rantebarande skulder / kvadratmeter bostadsrattsyta respektive totalyta.
Nyckeltalet visar hur hogt beldnad féreningen ar per kvadratmeter. Nyckeltalet anvands for att bedoma majlighet till nyupplaning.

Sparande - (arets resultat + avskrivningar + kostnadsfort planerat underhall) / totalyta.
Nyckeltalet visar hur manga kronor per kvadratmeter foreningens intakter genererar som kan anvandas till framtida underhall.

Nyckeltalet bor sattas i relation till behovet av sparande.

Energikostnad - (kostnad for el + vatten + virme) / totalyta. (Omdefinition 2023)
Nyckeltalet visar hur manga kronor per kvadratmeter féreningen betalar i energikostnader.

Kostnader for el och vatten (totalt 206 008 kr) tas ut via arsavgiften genom individuell matning av férbrukningen, och ingar darmed i
berdkningen av nyckeltalet for arsavgifter under bokslutsaret.

Rintekinslighet (%) - rantebarande skulder / ett ars arsavgifter.
Nyckeltalet visar hur manga % arsavgiften behover hojas for att bibehalla kassaflédet om den genomsnittliga skuldrantan 6kar med
1 procentenhet.

Totalyta - bostadsyta och lokalyta inkl. garage (for smahus ingar dven biyta).

Arsavgifter - alla obligatoriska avgifter som debiteras ytor som &r upplatna med bostadsratt och som definieras som &rsavgift enligt
bostadsrattslagen. (Omdefinition 2023)

Upplysning vid forlust

Okade rantekostnader pa grund av omvarldslaget.

Forandringar i eget kapital

DISPONERING AV

FOREGAENDE ARS DISPONERING AV
2022-12-31 RESULTAT OVRIGA POSTER 2023-12-31
Insatser 168 671 000 - - 168 671 000
Fond, yttre underhall 548 524 - 89 793 638317
Balanserat resultat -5449 098 -920 503 -89 793 -6 459 394
Arets resultat -920 503 920503 -1918 254 -1918 254
Eget kapital 162 849 923 0 -1918 254 160 931 669
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Resultatdisposition

Till foreningsstammans forfogande star foljande medel:

Balanserat resultat -6 459 394
Arets resultat -1918 254
Totalt -8 377 648

Styrelsen foreslar att medlen disponeras enligt féljande:

Reservering fond for yttre underhall 102 425
Balanseras i ny rakning -8 480 073
-8 377 648

Den ekonomiska stallningen i 6vrigt framgar av foljande resultat- och balansrakning samt kassaflédesanalys med tillhérande noter.
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Resultatrakning

Arsredovisning 2023

1 JANUARI - 31 DECEMBER NOT 2023 2022
Rorelseintakter

Nettoomsattning 2 4361 446 4139754
Ovriga rorelseintdkter 3 113 093 96
Summa rorelseintakter 4474539 4139 850
Rorelsekostnader

Driftskostnader 4,5,6,7,8 -2 699517 -2 140 709
Ovriga externa kostnader 9 -126 755 -1359
Personalkostnader 10 -78 917 -80 699
Avskrivningar av materiella anldggningstillgangar -2 056 409 -2 059 040
Summa rorelsekostnader -4 961 598 -4 281 807
RORELSERESULTAT -487 059 -141 957
Finansiella poster

Ranteintakter och liknande resultatposter 54 735 18 894
Rantekostnader och liknande resultatposter 11 -1 485929 -797 440
Summa finansiella poster -1431 194 -778 547
RESULTAT EFTER FINANSIELLA POSTER -1918 254 -920 503
ARETS RESULTAT -1918 254 -920 503
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Balansrakning

Arsredovisning 2023

TILLGANGAR NOT 2023-12-31 2022-12-31
ANLAGGNINGSTILLGANGAR

Materiella anlaggningstillgangar

Byggnad och mark 12 224919 031 226 888 800
Maskiner och inventarier 13 693 120 779 760
Summa materiella anldggningstillgangar 225612 151 227 668 560
SUMMA ANLAGGNINGSTILLGANGAR 225612 151 227 668 560
OMSATTNINGSTILLGANGAR

Kortfristiga fordringar

Kund- och avgiftsfordringar 111 108 521
Ovriga fordringar 14 30656 74211
Forutbetalda kostnader och upplupna intdkter 15 76 155 54 533
Summa kortfristiga fordringar 217 919 129 265
Kassa och bank

Kassa och bank 16 2948 160 3238136
Summa kassa och bank 2948 160 3238136
SUMMA OMSATTNINGSTILLGANGAR 3166 079 3367 400
SUMMA TILLGANGAR 228 778 229 231 035 960
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Balansrakning

Arsredovisning 2023

EGET KAPITAL OCH SKULDER NOT 2023-12-31 2022-12-31
EGET KAPITAL

Bundet eget kapital

Medlemsinsatser 168 671 000 168 671 000
Fond for yttre underhall 638 317 548 524
Summa bundet eget kapital 169 309 317 169 219 524
Fritt eget kapital

Balanserat resultat -6 459 394 -5 449 098
Arets resultat -1918 254 -920 503
Summa fritt eget kapital -8 377 648 -6 369 601
SUMMA EGET KAPITAL 160 931 669 162 849 923
Langfristiga skulder

Skulder till kreditinstitut 17 16 541 500 32983 000
Summa langfristiga skulder 16 541 500 32983 000
Kortfristiga skulder

Skulder till kreditinstitut 17 50 074 500 34 333 000
Leverantdrsskulder 295572 157 445
Skatteskulder 55 480 66 700
Ovriga kortfristiga skulder 3796 -433
Upplupna kostnader och férutbetalda intakter 18 875712 646 326
Summa kortfristiga skulder 51 305 060 35203 037
SUMMA EGET KAPITAL OCH SKULDER 228 778 229 231 035960
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Kassaflodesanalys

Arsredovisning 2023

1 JANUARI - 31 DECEMBER 2023 2022
Den I6pande verksamheten
Rorelseresultat -487 059 -141 957
Justering av poster som inte ingar i kassaflédet
Arets avskrivningar 2 056 409 2 059 040
1569 350 1917 083
Erhdllen ranta 54 735 18 894
Erlagd ranta * -1 286 066 -723 834
Kassaflode fran I6pande verksamheten fére forandringar av rorelsekapital 338019 1212143
Forandring i rérelsekapital
Okning (-), minskning (+) kortfristiga fordringar -88 654 -25 895
Okning (+), minskning (-) kortfristiga skulder ** 160 660 -181 796
Kassaflode fran den I6pande verksamheten 410 024 1004 452
Investeringsverksamheten
Forvarv av materiella anldggningstillgangar 0 -866 400
Kassaflode fran investeringsverksamheten -866 400
Finansieringsverksamheten
Upptagna lan 0 2 500 000
Amortering av 1an -700 000 -575 000
Kassaflode fran finansieringsverksamhet -700 000 1925 000
ARETS KASSAFLODE -289 976 2063 052
LIKVIDA MEDEL VID ARETS BORJAN 3238136 1175084
LIKVIDA MEDEL VID ARETS SLUT 2948 160 3238136

Klientmedel klassificeras som likvida medel i kassaflodesanalysen. * Bokford ranta (1 485 929 kr) - forandring av upplupen ranta
(199 863 kr) = 1 286 066 kr. ** Forandringen kortfristiga skulder exklusive skulder till kreditinstitut (not 17) och upplupen ranta i

Upplupna kostnader och férutbetalda intdkter (not 18).
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Noter

NOT 1, REDOVISNINGS- OCH VARDERINGSPRINCIPER

Arsredovisningen for Brf Bergabagen har upprattats enligt Arsredovisningslagen och Bokféringsnamndens allmanna rad 2016:10

(K2), arsredovisning i mindre foretag och 2023:1, kompletterande upplysningar m.m. i bostadsrattsféreningars arsredovisningar.

Redovisning av intdkter
Intdkter bokférs i den period de avser oavsett nar betalning eller avisering skett.

| arsavgiften ingar kostnader for bredband, el, kabel-tv, vatten och viarme.

Anlaggningstillgangar

Materiella anldggningstillgangar redovisas till anskaffningsvarde minskat med avskrivningar. Byggnader och inventarier skrivs av
linjart 6ver den bedémda ekonomiska livslangden. Avskrivningstiden grundar sig pa bedémd ekonomisk livslangd av tillgangen.

Foljande avskrivningstider tillampas:

Byggnad 0,83 %

Maskiner och inventarier 10 %

Markvardet ar inte foremal for avskrivning. Bestaende vardenedgdng hanteras genom nedskrivning. Féreningens finansiella
anlaggningstillgdngar varderas till anskaffningsvarde. | de fall tillgangen pa balansdagen har ett lagre varde @n anskaffningsvardet
sker nedskrivning till det lagre vardet.

Omsattningstillgangar

Fordringar upptas till det belopp som efter individuell prévning berdknas bli betalt.

Foreningens fond for yttre underhall

Reservering till féreningens fond for yttre underhall ingar i styrelsens forslag till resultatdisposition. Efter att beslut tagits pa
foreningsstamma sker dverforing fran balanserat resultat till fond for yttre underhall och redovisas som bundet eget kapital.

Skatter och avgifter

Foreningen ar befriad fran fastighetsavgiften de férsta femton aren. Detta utgar fran fastighetens nybyggnadsar. Lokaler beskattas
med 1,00 % av lokalernas taxeringsvarde.

Fastighetslan

Lan med en bindningstid pa ett ar eller mindre tas i arsredovisningen upp som kortfristiga skulder.

Kassaflodesanalys

Kassaflodesanalysen har upprattats enligt indirekt metod.

Klientmedel klassificeras som likvida medel.
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NOT 2, NETTOOMSATTNING

Arsredovisning 2023

2023 2022
Arsavgifter, bostader 3812 466 3596928
Hyresintakter, p-platser 316 944 288 848
Hyresintakter, lokaler 10 800 10 680
Vatten 61 650 63 146
El 144 358 165572
Overnattnings-/géstlagenhet 8200 7 200
Paminnelseavgift 240 180
Andrahandsuthyrning 6788 7 200
Summa 4361 446 4139754
NOT 3, OVRIGA RORELSEINTAKTER 2023 2022
Ovriga intédkter 4737 96
Elprisstod 108 356 0
Summa 113 093 96
NOT 4, FASTIGHETSSKOTSEL 2023 2022
Fastighetsskotsel 47 826 38 068
Besiktning och service 155 396 115 297
Stadning 96 969 97 902
Tradgardsarbete 146 721 124 834
Snoskottning 82744 72244
Klottersanering 0 1747
Ovrigt 3000 0
Summa 532 655 450 092
NOT 5, REPARATIONER 2023 2022
Reparationer 6 694 7 346
Trapphus/port/entr 0 13113
Dérrar och Ias/porttele 13 448 9 806
VA 0 3429
Varme 7036 2136
Ventilation 62 970 12 343
El 7 369 0
Hissar 70710 34 637
Garage och p-platser 13401 278
Summa 181 627 83 087
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NOT 6, PLANERADE UNDERHALL

Arsredovisning 2023

2023 2022
Ovrigt plan. UH 14 757 9370
Dérrar och las/porttele 479 0
VA 20 000 0
Varme 172 800 0
Ventilation 90 104 43 384
Hissar 438 0
Summa 298 578 52754
NOT 7, TAXEBUNDNA KOSTNADER 2023 2022
Fastighetsel 429501 308 823
Uppvarmning 509 310 537 443
Vatten 284 525 236 188
Sophdmtning 141 115 134 623
Summa 1364 451 1217 077
NOT 8, OVRIGA DRIFTSKOSTNADER 2023 2022
Fastighetsforsakringar 63 255 59935
Kabel-TV 89 252 108 064
Bredband 141 960 141 960
Fastighetsskatt 27 740 27 740
Summa 322 207 337 699
NOT 9, OVRIGA EXTERNA KOSTNADER 2023 2022
Forbrukningsmaterial 2129 1327
Ovriga férvaltningskostnader 22 563 -101 564
Revisionsarvoden 17 199 10749
Ekonomisk forvaltning 84 865 79717
Konsultkostnader 0 11130
Summa 126 755 1359
NOT 10, PERSONALKOSTNADER 2023 2022
Styrelsearvoden 68 800 70 800
Ovriga personalkostnader 123 0
Sociala avgifter 9994 9899
Summa 78917 80 699
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NOT 11, RANTEKOSTNADER OCH LIKNANDE

RESULTATPOSTER

Arsredovisning 2023

2023 2022
Rantekostnader avseende skulder till kreditinstitut 1485929 797 236
Ovriga rantekostnader 0 204
Summa 1485 929 797 440
NOT 12, BYGGNAD OCH MARK 2023-12-31 2022-12-31
Ackumulerat anskaffningsvarde
Ingdende 237 737 000 237 737 000
Utgaende ackumulerat anskaffningsvirde 237 737 000 237 737 000
Ackumulerad avskrivning
Ingdende -10 848 200 -8 875 800
Arets avskrivning -1969 769 -1972 400
Utgaende ackumulerad avskrivning -12 817 969 -10 848 200
UTGAENDE RESTVARDE ENLIGT PLAN 224919 031 226 888 800
| utgdende restvdrde ingdr mark med 1049 231 1049 231
Taxeringsvarde
Taxeringsvarde byggnad 94 774 000 94 774 000
Taxeringsvarde mark 20 800 000 20 800 000
Summa 115 574 000 115 574 000
NOT 13, MASKINER OCH INVENTARIER 2023-12-31 2022-12-31
Ackumulerat anskaffningsvirde
Ingdende 866 400 0
Inkép 0 866 400
Utgaende anskaffningsvirde 866 400 866 400
Ackumulerad avskrivning
Ingdende -86 640 0
Avskrivningar -86 640 -86 640
Utgaende avskrivning -173 280 -86 640
UTGAENDE RESTVARDE ENLIGT PLAN 693 120 779 760
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NOT 14, OVRIGA FORDRINGAR 2023-12-31 2022-12-31
Skattekonto 30 656 74 211
Summa 30 656 74 211

NOT 15, FORUTBETALDA KOSTNADER OCH UPPLUPNA

INTAKTER 2023-12-31 2022-12-31
Ovriga férutbetalda kostnader och upplupna intékter 6 780 54533
Forsakringspremier 27013 0
Forbet kabel-tv 23762 0
Forvaltning 18 600 0
Summa 76 155 54 533
NOT 16, KASSA OCH BANK 2023-12-31 2022-12-31
Marginalen Bank 9235 543 67 97 0 848 474
SBAB Bank 1038 749 1711059
Marginalen Bank 9235-335 2863 383 666 0
Marginalen Bank 9235-501 9010 1000 000 0
Avrakningsfordran Fastum 0 678 602
Nabo Klientmedelskonto 525 745 0
Summa 2948 160 3238136
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NOT 17, SKULDER TILL

Arsredovisning 2023

VILLKORS- RANTESATS SKULD SKULD
KREDITINSTITUT ANDRINGSDAG 2023-12-31 2023-12-31 2022-12-31
Nordea Hypotek 2024-05-10 4,54 % 16 116 500 -
SBAB - - - 16 116 500
Swedbank Hypotek AB 2024-02-23 0,49 % 16 341 500 16 441 500
Nordea Hypotek 2024-04-04 4,47 % 15 366 500 15 666 500
SBAB 2025-02-12 1,44 % 16 641 500 16 741 500
SBAB 2024-03-13 4,65 % 2 150 000 2350 000
Summa 66 616 000 67 316 000
Varav kortfristig del 50 074 500 34 333 000

Om fem ar berdknas skulden till kreditinstitut uppga till 63 116 000 kr.

Enligt foreningens redovisningsprinciper, som anges i not 1, ska de delar av lanen som har slutbetalningsdag inom ett ar redovisas

som kortfristiga tillsammans med den amortering som planeras att ske under nasta rakenskapsar.

NOT 18, UPPLUPNA KOSTNADER OCH FORUTBETALDA

INTAKTER 2023-12-31 2022-12-31
Ovriga upplupna kostnader och férutbetalda intakter 4755 152 804
El 56 119 0
Uppvarmning 68 188 0
Utgiftsrantor 279 285 79 422
Uppkost bredband 35490 0
Forutbetalda avgifter/hyror 415 875 399 950
Beraknat revisionsarvode 16 000 14 150
Summa 875712 646 326
NOT 19, STALLDA SAKERHETER 2023-12-31 2022-12-31
Fastighetsinteckning 69 266 000 69 266 000

NOT 20, VASENTLIGA HANDELSER EFTER VERKSAMHETSARET

Staket runt var tomt och skyltar planeras att uppsattas i samband med att bygget med Engelska skolan pa granntomten blir klart.

Om tillracklig Ionsamhet erhalls med att omhédnderta atervinningsluften i hus2 s& kommer detta arbete att pabérjas och

férhoppningsvis vara klart till hésten. Omvérldssituationen bevakas kontinuerligt for att forsoka halla avgiftshdjningarna pa rimliga

nivaer genom att se over vara kostnader for bostadslanen och den allménna skétseln av fastigheten.
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Underskrifter

Ort och datum

Arsredovisning 2023

Bengt Svensson
Ordférande

Roger Sjolin
Vice ordférande

Anders Lukas Elliot Karlsson Rapp
Styrelseledamot

Birgitta Kristell
Styrelseledamot

Karl Walum

Styrelseledamot

Var revisionsberattelse har lamnats

Ravisor AB
David Oskar Petter Walman
Revisor
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  "id" : "1d457a00-0226-11ef-b2e2-399e9fb8ebf7",
  "time" : "2024-04-24T12:33:39.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.130.165.179"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Birgitta Maria Kristell",
    "personNr" : "4203071263",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Kristell",
    "orgNr" : "7696265748",
    "personGivenName" : "Birgitta Maria",
    "email" : "bkristell42@gmail.com"
  }
}, {
  "id" : "155e3e60-0228-11ef-85ec-017afb8dcee1",
  "time" : "2024-04-24T12:47:45.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.130.165.179"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Birgitta Maria Kristell",
    "personNr" : "4203071263",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Kristell",
    "orgNr" : "7696265748",
    "personGivenName" : "Birgitta Maria",
    "email" : "bkristell42@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Birgitta Maria Kristell",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Kristell",
    "orgNr" : "7696265748",
    "personGivenName" : "Birgitta Maria",
    "email" : "bkristell42@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "194203071263",
    "personSurname" : "KRISTELL",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiBCZXJnYWLDpWdlbiA3Njk2MjY1NzQ4ICBFaiB1bmRlcnRlY2tuYWQgw6Vyc3JlZG92aXNuaW5nIDIwMjMiIApJRDogNTlkMGIxYzAtMDIxNi0xMWVmLTk5MDAtNzE5NmE1MWRhODNkCkRhdHVtOiAyMDI0LTA0LTI0Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "3d0b8fd0-0228-11ef-bb2f-d5f04e0eedf7",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiQnJmIEJlcmdhYsOlZ2VuIDc2OTYyNjU3NDggIEVqIHVuZGVydGVja25hZCDDpXJzcmVkb3Zpc25pbmcgMjAyM18yMDI0MDQyNDA4Mzg1My5wZGYiCjM2ZmEgYmNjYSBjYTUyIDE2YTQgOTY3OSBmZjU1IGI3NDcgNTIyYiBmZGY1IDY4MTYgZmU2ZCAwZWNmIDc1ODkgMzBkYiAwZTMxIGNhNWEKLS0tLS0tLS0tLQ==",
    "personGivenName" : "BIRGITTA",
    "startDate" : "2024-04-24T10:48:52.052+0000",
    "transactionId" : "c624563cc1fa7172a317606b7d040660"
  },
  "time" : "2024-04-24T12:50:33.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.130.165.179"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "79c7a850-0228-11ef-808e-a19932d93117"
}, {
  "id" : "7a102300-0228-11ef-808e-a19932d93117",
  "time" : "2024-04-24T12:50:34.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "rogersjolin@gmail.com"
  }, {
    "email" : "bengts@bahnhof.se"
  }, {
    "email" : "kalle.walum@yahoo.se"
  }, {
    "email" : "Lukas@palmborgs.se"
  } ]
}, {
  "id" : "c3b5cc30-022d-11ef-8c4e-bd78c2fcfd63",
  "time" : "2024-04-24T13:28:25.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.130.165.210"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Bengt Thor Sigvard Svensson",
    "personNr" : "4310182631",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Svensson",
    "orgNr" : "7696265748",
    "personGivenName" : "Bengt Thor Sigvard",
    "email" : "bengts@bahnhof.se"
  }
}, {
  "id" : "7746a1c0-0233-11ef-a3f0-e395f008dafe",
  "time" : "2024-04-24T14:09:13.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.130.165.210"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Bengt Thor Sigvard Svensson",
    "personNr" : "4310182631",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Svensson",
    "orgNr" : "7696265748",
    "personGivenName" : "Bengt Thor Sigvard",
    "email" : "bengts@bahnhof.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Bengt Thor Sigvard Svensson",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Svensson",
    "orgNr" : "7696265748",
    "personGivenName" : "Bengt Thor Sigvard",
    "email" : "bengts@bahnhof.se"
  },
  "signingMetadata" : {
    "personNr" : "194310182631",
    "personSurname" : "SVENSSON",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiBCZXJnYWLDpWdlbiA3Njk2MjY1NzQ4ICBFaiB1bmRlcnRlY2tuYWQgw6Vyc3JlZG92aXNuaW5nIDIwMjMiIApJRDogNTlkMGIxYzAtMDIxNi0xMWVmLTk5MDAtNzE5NmE1MWRhODNkCkRhdHVtOiAyMDI0LTA0LTI0Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "1ed39640-0235-11ef-808e-a19932d93117",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiQnJmIEJlcmdhYsOlZ2VuIDc2OTYyNjU3NDggIEVqIHVuZGVydGVja25hZCDDpXJzcmVkb3Zpc25pbmcgMjAyM18yMDI0MDQyNDA4Mzg1My5wZGYiCjM2ZmEgYmNjYSBjYTUyIDE2YTQgOTY3OSBmZjU1IGI3NDcgNTIyYiBmZGY1IDY4MTYgZmU2ZCAwZWNmIDc1ODkgMzBkYiAwZTMxIGNhNWEKLS0tLS0tLS0tLQ==",
    "personGivenName" : "BENGT",
    "startDate" : "2024-04-24T12:21:04.763+0000",
    "transactionId" : "150b6e8c17b61ece9dcf51cb1f9fe89a"
  },
  "time" : "2024-04-24T14:21:37.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.130.165.210"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "32a103b0-0235-11ef-85ec-017afb8dcee1"
}, {
  "id" : "334be9b0-0235-11ef-85ec-017afb8dcee1",
  "time" : "2024-04-24T14:21:38.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "rogersjolin@gmail.com"
  }, {
    "email" : "kalle.walum@yahoo.se"
  }, {
    "email" : "Lukas@palmborgs.se"
  }, {
    "email" : "bkristell42@gmail.com"
  } ]
}, {
  "id" : "951617b0-0235-11ef-8c4e-bd78c2fcfd63",
  "time" : "2024-04-24T14:24:22.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.234.102.160"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Karl Johan Erik Walum",
    "personNr" : "7511224813",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Walum",
    "orgNr" : "7696265748",
    "personGivenName" : "Karl Johan Erik",
    "email" : "kalle.walum@yahoo.se"
  }
}, {
  "id" : "c1445d60-0235-11ef-8c4e-bd78c2fcfd63",
  "time" : "2024-04-24T14:25:37.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.234.102.160"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Karl Johan Erik Walum",
    "personNr" : "7511224813",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Walum",
    "orgNr" : "7696265748",
    "personGivenName" : "Karl Johan Erik",
    "email" : "kalle.walum@yahoo.se"
  }
}, {
  "id" : "e2fd7b80-0235-11ef-a3f0-e395f008dafe",
  "time" : "2024-04-24T14:26:33.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.234.102.160"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Karl Johan Erik Walum",
    "personNr" : "7511224813",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Walum",
    "orgNr" : "7696265748",
    "personGivenName" : "Karl Johan Erik",
    "email" : "kalle.walum@yahoo.se"
  }
}, {
  "id" : "fb72c650-025a-11ef-bb2f-d5f04e0eedf7",
  "time" : "2024-04-24T18:52:06.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.130.165.181"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Karl Johan Erik Walum",
    "personNr" : "7511224813",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Walum",
    "orgNr" : "7696265748",
    "personGivenName" : "Karl Johan Erik",
    "email" : "kalle.walum@yahoo.se"
  }
}, {
  "id" : "8071fd50-047a-11ef-b246-63780d501365",
  "time" : "2024-04-27T11:42:45.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.176.247.171"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Karl Johan Erik Walum",
    "personNr" : "7511224813",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Walum",
    "orgNr" : "7696265748",
    "personGivenName" : "Karl Johan Erik",
    "email" : "kalle.walum@yahoo.se"
  }
}, {
  "id" : "a347af00-047a-11ef-b246-63780d501365",
  "time" : "2024-04-27T11:43:44.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.176.247.171"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Karl Johan Erik Walum",
    "personNr" : "7511224813",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Walum",
    "orgNr" : "7696265748",
    "personGivenName" : "Karl Johan Erik",
    "email" : "kalle.walum@yahoo.se"
  }
}, {
  "id" : "e830fae0-047a-11ef-a16e-b59476063aa9",
  "time" : "2024-04-27T11:45:39.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.176.247.171"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Karl Johan Erik Walum",
    "personNr" : "7511224813",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Walum",
    "orgNr" : "7696265748",
    "personGivenName" : "Karl Johan Erik",
    "email" : "kalle.walum@yahoo.se"
  }
}, {
  "id" : "5b9c4070-047b-11ef-beaf-05bff812c414",
  "time" : "2024-04-27T11:48:53.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.176.247.171"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Karl Johan Erik Walum",
    "personNr" : "7511224813",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Walum",
    "orgNr" : "7696265748",
    "personGivenName" : "Karl Johan Erik",
    "email" : "kalle.walum@yahoo.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Karl Johan Erik Walum",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Walum",
    "orgNr" : "7696265748",
    "personGivenName" : "Karl Johan Erik",
    "email" : "kalle.walum@yahoo.se"
  },
  "signingMetadata" : {
    "personNr" : "197511224813",
    "personSurname" : "WALUM",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiBCZXJnYWLDpWdlbiA3Njk2MjY1NzQ4ICBFaiB1bmRlcnRlY2tuYWQgw6Vyc3JlZG92aXNuaW5nIDIwMjMiIApJRDogNTlkMGIxYzAtMDIxNi0xMWVmLTk5MDAtNzE5NmE1MWRhODNkCkRhdHVtOiAyMDI0LTA0LTI0Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "5fd5f280-047b-11ef-a0e6-69766b2a0732",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiQnJmIEJlcmdhYsOlZ2VuIDc2OTYyNjU3NDggIEVqIHVuZGVydGVja25hZCDDpXJzcmVkb3Zpc25pbmcgMjAyM18yMDI0MDQyNDA4Mzg1My5wZGYiCjM2ZmEgYmNjYSBjYTUyIDE2YTQgOTY3OSBmZjU1IGI3NDcgNTIyYiBmZGY1IDY4MTYgZmU2ZCAwZWNmIDc1ODkgMzBkYiAwZTMxIGNhNWEKLS0tLS0tLS0tLQ==",
    "personGivenName" : "KARL",
    "startDate" : "2024-04-27T09:49:00.935+0000",
    "transactionId" : "dca9e25fbc373887a4906d5efa134e60"
  },
  "time" : "2024-04-27T11:49:22.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.176.247.171"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "6cd40ee0-047b-11ef-beaf-05bff812c414"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards




https://www.egreement.com





Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken







place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.







Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.







Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630




https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.
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Agreement File 1
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Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments







How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:







* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

mobile +4670123456789 The user’s mobile phone
number.
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Parameter name

personNr

personName

personGivenName
personSurname

orgNr

orgName

AgreementFileInfo

Parameter value example(s)

19550505-1234 (Sweden),
220750-999Y (Finland)

John Smith

John
Smith

551234-1234

Acme AB

Description

The user’s personal identity
number.

The first and last name of the
user.

The first name of the user.
The last name of the user.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example(s)

6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Agreement Created

Description

The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).

The user defined name of the
agreement file.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.

This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created

 Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

> 12: Agreement created using the APIL.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.18

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserlInfo

Type How to validate UserInfo

10 orghr and orgName must not be set

1 personNr, orgNr and orgName must be set
12 orgNr and orgName must be set
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Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

» EventClass: agreement_viewed
e Eventld:

o 20: When a user views an agreement using the web application.







> 27: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.

Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed
This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:
> 30: When a user signs the agreement, not being the last signee.
> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name Parameter value example Description
signeelnfo See UserInfo Information about the signee.
signMetadata See SignMetadata Signing metadata produced in

the signing process.

Table 8. SignMetadata

Parameter name Parameter value example Description

signatureMethod bankid The ID of the signing method
used.

signature PD94bWwgdm...duYXR1lcmU+  The signature, base64 encoded.

The underlying format depends
on the signature method used.

ocspResponse MIIEXgoBAK...jks3yrAUVE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.







Parameter name Parameter value example Description

message MzJhMDYXN2FhYjRjOWZINzI1Zj The text shown to the signee
FINWJJNDQxM,;... before approving the signature
request. Text is NOT signed, just
kept for audit purposes.

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
PJRDogNjdKkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSOtLSOtLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.







Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.
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Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",

12







"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

Frp
"personName" : "Alice A",
"mobile" : "+4670123456789"

} ]

oA

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

I

"id" : 778335,

"time" : "2016-04-26T16:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name

Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630

user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

14
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* Agreement file name
* Agreement file mime type
* Agreement file size

» Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID

* Signee name

» Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

» Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o

Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3

» Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

> Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

o More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

» Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

o TBS explanation is extended
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Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature

process.
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Document name

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630

19




https://www.ietf.org/rfc/rfc2630





			ContainerFormat


			Table of Contents


			Purpose


			Overview


			Generic Container Structure


			PDF Container


			How to Validate





			Container Content


			Agreement File


			Agreement Files Possible to Visualize


			Agreement Files Non-Possible to Visualize


			How to Validate





			Audit Log


			Common Structures


			UserInfo


			AgreementFileInfo





			How to Validate


			Agreement Created


			How to Validate





			Agreement Viewed


			How to Validate





			Agreement Signed


			How to Validate





			Agreement Rejected


			How to Validate





			Agreement ExpireOn Changed


			How to Validate





			Message Sent


			How to Validate





			Format





			Reference Documentation


			Verification


			Basic Information


			Agreement Files


			Signees


			Audit Log Extract








			Change Log


			Agreement Version : 1.1


			Agreement Version : 1.2


			Agreement Version : 1.3


			Agreement Version : 1.4


			Agreement Version : 1.5


			Agreement Version : 1.6


			Agreement Version : 1.7


			Agreement Version : 1.8


			Agreement Version : 1.9


			Agreement Version : 1.10


			Agreement Version : 1.11


			Agreement Version : 1.12


			Agreement Version : 1.13


			Agreement Version : 1.14


			Agreement Version : 1.15


			Agreement Version : 1.16


			Agreement Version : 1.17


			Agreement Version : 1.18





			Reference Documentation







Signing
Egreement AB

Version 3.0-186-gea5ec45, 2024-04-18







Table of Contents

PULPOS . . o e

(k7<) 72 175

EleCtrOniC SIgNatures. . . ..ottt ettt ettt e e et e e e e e e e e e
Simple Electronic Signature (SES) . ... .ottt e e
Supported MethOdS. . . ..o e
Advanced Electronic Signature (AES) . ... .ottt e e
Supported MethOdS. . . ..o e
Qualified Electronic Signature (QES) .. ...ttt e et e
Supported MethOdsS. . . ..o e

L0374 011023 = 0] 1 200 PP
Cryptographic Hash FUNCHONS . . . .. ..o oot e et et
ASymmetriC ENCIYPUION . . . oottt e et e e et e e e e
DiIgital SIgNaAtUTES. . . ottt ettt et e e et e e e e

B3} 14 U0 PP
Create teXt FEPIreSENTATIONL . . . ..\ vttt ettt ettt ettt ettt e e et ettt e
VSTl TS . . e

B AT L. . oo
HIdden TBS ..o e e

B AT I, . oo

Create Digital SIgnature . .. ... ...ttt ettt
Signature Methods ... ... e e e
Swedish BanKID . . ... e
SIgNAtUTe fOTIMAL . . ..ttt et e e
AUt IO, . ettt e
HOW tO ValIdAte . . ..o e
Norwegian BankID - advanced electronic Signature. .............uiveeiiineeeinnreennnneeennn.
SIgNAtUre fOTIMAL . . ..ttt e
AUt IO, . et e
HOW tO ValIdAte . . ... e
Norwegian BankID - authentication .......... ...ttt e
AUt IO, . et e
HOW tO ValIdAte . . ... e

Finnish strong identification. . ....... ...ttt i et i e







Identity fOrmat. . . ...t e e 9

AUt L0 oottt e e 10
HOW t0 ValIdate . . ..ottt et e e et e e e e 10
Danish MitID . ...ttt et e e e e e e e e e 10
SIgnAature fOrmMal . . ..ot e e 10
AUt L0 oot e e e 10
HOW t0 ValIdate . . ..ottt e et e e et e e e e 11
SWisSCOmM MODILE ID . ... e e e 11
SIgNAture fOrmMAl . . ..ot e e 11
AUt L0 oot e e 11
HOW t0o Valldate . . ..ot et e e ettt e e 12
Draw SIGNAtUTE .. ..ottt ettt ettt e e et e e e i e e e et 12
SIgnAature fOrmMal . . ..ot e e 12
AUt L0 oot e e 12
HOW t0 Valldate . . ..ottt e et e e et e e e e e 12
AP SIgNATUTE ..ottt ettt ettt et et e e e e e e e e e 13
AUt L0 oot e e 13
HOW t0 Valldate . . ..ottt e et e e et e e e e e 13
SMS SIGNATUTE. . . o ettt ettt ettt et e ettt e e e e e e e e ettt e 13
AUt L0 oot e e 13
HOW t0 Valldate . . ..ottt e et e e et e e e e e 14
Email Signature with OneTimePassWword .. ..........uuiiiirinet ittt 14
AUt IO oot e 14
HOW t0 Valldate . . ..ottt e et e e et e e e e e 15
CLICK SIgNAtUTE . . oottt ettt ettt et e e ettt e e et e e e it et i 15
AUt IO oot e 15
HOW t0 Valldate . . ..ottt e et e e et e e e e e 15

Reference doCUIMENtAtION . ..ottt ettt e e e e e e e e e et e e e e 15







Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance







(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory
* created in a way that allows the signatory to retain control

* linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

» Swedish BankID

* Norwegian BankID

* Finnish strong identification

* Danish MitID - MitID on LOA level substantial

» SMS Signature - A signature created by responding to an SMS with context specific content.







* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

Highest Level of Assurance and trust.

created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.
* Legal equivalence to a handwritten signature in many jurisdictions.
Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

e Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric







encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing

To sign an agreement a number of actions need to be executed:







* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.







Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.







Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log

Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,







supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.







Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.







Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.
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* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-qes.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64
encoded.

 tbsHidden - Data signed in the detached CMS signature, base64 encoded.
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More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

 User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

12







API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.
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 signatureMethod - Will be sms-signature.
e OTP - One Time Password.
How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + mobile + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

¢ OTP - One Time Password.
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How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each







entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?
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Bostadsrittsforeningen Bergabagen 7696265748 Bostadsrittsforeningen Bergabagen 7696265748

Birgitta Maria Kristell Bengt Thor Sigvard Svensson

bkristell42@gmail.com bengts@bahnhof.se

Signerat: 2024-04-24 12:50 BankID BIRGITTA KRISTELL Signerat: 2024-04-24 14:21 BankID BENGT SVENSSON

Bostadsréttsforeningen Bergabdgen 7696265748

Karl Johan Erik Walum

kalle.walum@yahoo.se

Signerat: 2024-04-27 11:49 BankID KARL WALUM

Filer
Filnamn Storlek Kontrollsumma
Brf Bergabdgen 7696265748 Ej undertecknad 198.6 kB 36fa bcca cab52 16a4 9679 ff55 b747 522b
arsredovisning 2023_20240424083853.pdf fdf5 6816 fe6d Oecf 7589 30db 0e31 caba
Héndelser
Datum Tid Héndelse
2024-04-24 10:40 Skapat | via API.
2024-04-24 10:42 Signerat | Anders Lukas Elliot Karlsson Rapp, Bostadsréttsféreningen Bergabagen
Genomfort med: BankID av Anders Lukas Elliot Karlsson Rapp. IP: 89.160.47.86
2024-04-24 10:43 Signerat | Bo Roger Sjolin, Bostadsrattsforeningen Bergabagen
Genomfort med: BankID av Bo Roger Sjolin. IP: 185.130.165.155
2024-04-24 12:50 Signerat | Birgitta Maria Kristell, Bostadsréattsféreningen Bergabagen

Genomfort med: BankID av BIRGITTA KRISTELL. IP: 185.130.165.179








Handelser
2024-04-24

2024-04-27

14:21 Signerat | Bengt Thor Sigvard Svensson, Bostadsrattsforeningen Bergabagen
Genomfort med: BankID av BENGT SVENSSON. IP: 185.130.165.210

11:49 Signerat | Karl Johan Erik Walum, Bostadsrattsféreningen Bergabagen
Genomfort med: BankID av KARL WALUM. IP: 185.176.247.171

Verifikat utfardat av Egreement AB

Detta verifikat bekrftar vilka parter som har signerat och innehdller relevant information for att verifiera parternas identitet samt
relevanta hdndelser i anslutning till signering. Till detta finns separata datafiler bifogade, dessa innehaller kompletterande information av
teknisk karaktér och styrker dokumentens och signaturernas dkthet och validitet (for atkomst till filerna, anvdnd en PDF-ldsare som kan
visa bifogade filer). Hash &r ett fingeravtryck som varje individuellt dokument far for att sédkerstélla dess identitet. Fér mer information,
se bifogad dokumentation.

Verifikation, version: 1.18









REVISIONSBERATTELSE

Till foreningsstimman i Bostadsrattsforeningen Bergabagen
769626-5748

Rapport om arsredovisningen

Vi har utfért en revision av arsredovisningen for Bostadsrattsféreningen Bergabagen for ar
2023.

Styrelsens ansvar fér 8rsredovisningen

Det &r styrelsen som har ansvaret for att uppratta en arsredovisning som ger en rattvisande
bild enligt arsredovisningslagen och for den interna kontroll som styrelsen bedémer &r
nédvandig for att upprétta en arsredovisning som inte innehdller vésentliga felaktigheter,
vare sig dessa beror pd oegentligheter eller pa fel.

Revisorns ansvar

Vart ansvar ar att uttala oss om rsredovisningen pa grundval av var revision. Detta kraver
att vi planerar och utfér revisionen for att uppna rimlig sidkerhet att arsredovisningen inte
innehaller vasentliga felaktigheter.

En revision innefattar att genom olika atgarder inhdmta revisionsbevis om belopp och annan
information i drsredovisningen. Revisorn valjer vilka atgarder som ska utféras, bland annat
genom att bedéma riskerna for véasentliga felaktigheter i drsredovisningen, vare sig dessa
beror pa oegentligheter eller pa fel. Vid denna riskbedémning beaktar revisorn de delar av
den interna kontrollen som &r relevanta for hur féreningen upprattar arsredovisningen for att
ge en rattvisande bild i syfte att utforma granskningsatgarder som &r &ndamalsenliga med
hansyn till omsténdigheterna, men inte i syfte att gora ett uttalande om effektiviteten i
foreningens interna kontroll. En revision innefattar ocksa en utvéardering av
andamalsenligheten i de redovisningsprinciper som har anvénts och av rimligheten i
styrelsens uppskattningar i redovisningen, liksom en utvardering av den évergripande
presentationen i arsredovisningen.

Vi anser att de revisionsbevis som har inhdmtat &r tillrdckliga och &ndamalsenliga som grund
for vart uttalanden.

Uttalanden

Enligt var uppfattning har arsredovisningen uppréttats i enlighet med arsredovisningslagen
och ger en i alla vasentliga avseenden rattvisande bild av féreningens finansiella stadllning
per 2023-12-31 och av dess finansiella resultat fér aret enligt arsredovisningslagen.
Forvaltningsberéttelsen &r forenlig med arsredovisningens 6vriga delar.

Vi tillstyrker darfoér att féreningsstamman faststéller resultatrakningen och balansrékningen.





Rapport om andra krav enligt lagar och andra forfattningar

Utdver var revision av arsredovisningen har vi dven utfért en revision av forslaget till
dispositioner betraffande féreningens vinst eller férlust samt styrelsens férvaltning fér
Bostadsrattsforeningen Bergabagen for ar 2023.

Styrelsens ansvar

Det &r styrelsen som har ansvaret for forslaget till dispositioner betraffande féreningens
vinst eller forlust, och det ar styrelsen som har ansvaret for férvaltningen enligt
bostadsrattslagen.

Revisorns ansvar
Vart ansvar &r att med rimlig sdkerhet uttala mig om férslaget till dispositioner betréffande
féreningens vinst eller férlust och om férvaltningen pd grundval av var revision.

Som underlag for vart uttalande om styrelsens forslag till dispositioner betréffande
féreningens vinst eller forlust har vi granskat om forslaget ar forenligt med
bostadsrattslagen.

Som underlag for vart uttalande om ansvarsfrihet har vi utdver revisionen av
arsredovisningen granskat vasentliga beslut, atgarder och férhallanden i féreningen for att
kunna bedéma om nagon styrelseledamot &r ersattningsskyldig mot féreningen. Vi har &ven
granskat om ndgon styrelseledamot pa annat satt har handlat i strid med bostadsréattslagen,
arsredovisningslagen eller féreningens stadgar.

Vi anser att de revisionsbevis som inhamtat ar tillréckliga och &ndamalsenliga som grund for
o
vara uttalanden.

Uttalanden
Vi tillstyrker att féreningsstdmman disponerar resultatet enligt forslaget i
forvaltningsberattelsen och beviljar styrelsens ledaméter ansvarsfrihet for rakenskapsaret.

Ravisor AB
David Walman
Revisor






[ {
  "agreementId" : "cd95f3f0-0594-11ef-930b-c58e6243edcd",
  "agreementName" : "Årsredovisning",
  "agreementVersion" : "1.19",
  "agreementFiles" : [ {
    "fileName" : "59d0b1c0-0216-11ef-9900-7196a51da83d-signerat.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "1098573",
    "fileHash" : "118c62c9564bf299dd2ce317070d5c5b59e3b81657d80c6a5f3d2d9586d95555",
    "fileId" : "cda2c530-0594-11ef-929d-f52721db0d60"
  }, {
    "fileName" : "RB Bergabågen_20240428192327.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "125920",
    "fileHash" : "842e3d66af1e379a5aaa5894a883fb524afb7c3144e70c6ecb14047faa2ea638",
    "fileId" : "cdbbf280-0594-11ef-b5ca-ef5249239caa"
  } ],
  "signees" : [ {
    "personName" : "David Oskar Petter Walman",
    "personNr" : "8002043233",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Walman",
    "orgNr" : "7696265748",
    "personGivenName" : "David Oskar Petter",
    "email" : "info@ravisor.se"
  } ],
  "time" : "2024-04-28T21:23:34.000+0200",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "Sveriges Mäklar- och Organisationstjänst AB",
    "ipAddress" : "188.126.93.49",
    "orgNr" : "5590421631"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "ce6244a0-0594-11ef-b60c-098e86a37968"
}, {
  "id" : "d333a2d0-0594-11ef-8cc8-893160660242",
  "time" : "2024-04-28T21:23:42.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.227.16.49"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "David Oskar Petter Walman",
    "personNr" : "8002043233",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Walman",
    "orgNr" : "7696265748",
    "personGivenName" : "David Oskar Petter",
    "email" : "info@ravisor.se"
  }
}, {
  "id" : "d98670e0-0594-11ef-b60c-098e86a37968",
  "time" : "2024-04-28T21:23:53.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "info@ravisor.se"
  } ]
}, {
  "signeeInfo" : {
    "personName" : "David Oskar Petter Walman",
    "orgName" : "Bostadsrättsföreningen Bergabågen",
    "personSurname" : "Walman",
    "orgNr" : "7696265748",
    "personGivenName" : "David Oskar Petter",
    "email" : "info@ravisor.se"
  },
  "signingMetadata" : {
    "personNr" : "198002043233",
    "personSurname" : "Walman",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiBjZDk1ZjNmMC0wNTk0LTExZWYtOTMwYi1jNThlNjI0M2VkY2QKRGF0dW06IDIwMjQtMDQtMjgKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "de10db00-0594-11ef-beaf-05bff812c414",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiNTlkMGIxYzAtMDIxNi0xMWVmLTk5MDAtNzE5NmE1MWRhODNkLXNpZ25lcmF0LnBkZiIKMTE4YyA2MmM5IDU2NGIgZjI5OSBkZDJjIGUzMTcgMDcwZCA1YzViIDU5ZTMgYjgxNiA1N2Q4IDBjNmEgNWYzZCAyZDk1IDg2ZDkgNTU1NQoKIlJCIEJlcmdhYsOlZ2VuXzIwMjQwNDI4MTkyMzI3LnBkZiIKODQyZSAzZDY2IGFmMWUgMzc5YSA1YWFhIDU4OTQgYTg4MyBmYjUyIDRhZmIgN2MzMSA0NGU3IDBjNmUgY2IxNCAwNDdmIGFhMmUgYTYzOAotLS0tLS0tLS0t",
    "personGivenName" : "David Oskar Petter",
    "startDate" : "2024-04-28T19:24:01.316+0000",
    "transactionId" : "71d24dd6a67250d7ef655da7eb0fc82b"
  },
  "time" : "2024-04-28T21:24:12.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.227.16.49"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "e5108ae0-0594-11ef-8cc8-893160660242"
} ]


Overview

Egreement AB

Version 3.0-186-gea5ec45, 2024-04-18





Table of Contents

PULPOS . . o e

(k7<) 72 175

Agreement Creation . ... ...ttt ittt ettt e e e e e e e
Agreement FIles . ..o e
CONEraCting Parties ... ..ottt et e et e e et et
SIgNATUTE Creation. . .ottt ettt et ettt e et e e et e e e e e e e e
DOWNIOAA . . . .o e
770 - =8 1 (P
)Y 01 L= PP

Reference DOCUIMEN AtION & .ottt ettt e e e e et e et et e e e e





Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

mobile +4670123456789 The user’s mobile phone
number.
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Parameter name

personNr

personName

personGivenName
personSurname

orgNr

orgName

AgreementFileInfo

Parameter value example(s)

19550505-1234 (Sweden),
220750-999Y (Finland)

John Smith

John
Smith

551234-1234

Acme AB

Description

The user’s personal identity
number.

The first and last name of the
user.

The first name of the user.
The last name of the user.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example(s)

6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Agreement Created

Description

The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).

The user defined name of the
agreement file.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.

This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created

 Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

> 12: Agreement created using the APIL.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.18

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserlInfo

Type How to validate UserInfo

10 orghr and orgName must not be set

1 personNr, orgNr and orgName must be set
12 orgNr and orgName must be set
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Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

» EventClass: agreement_viewed
e Eventld:

o 20: When a user views an agreement using the web application.





> 27: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.

Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed
This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:
> 30: When a user signs the agreement, not being the last signee.
> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name Parameter value example Description
signeelnfo See UserInfo Information about the signee.
signMetadata See SignMetadata Signing metadata produced in

the signing process.

Table 8. SignMetadata

Parameter name Parameter value example Description

signatureMethod bankid The ID of the signing method
used.

signature PD94bWwgdm...duYXR1lcmU+  The signature, base64 encoded.

The underlying format depends
on the signature method used.

ocspResponse MIIEXgoBAK...jks3yrAUVE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.





Parameter name Parameter value example Description

message MzJhMDYXN2FhYjRjOWZINzI1Zj The text shown to the signee
FINWJJNDQxM,;... before approving the signature
request. Text is NOT signed, just
kept for audit purposes.

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
PJRDogNjdKkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSOtLSOtLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.





Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.
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Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
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"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

Frp
"personName" : "Alice A",
"mobile" : "+4670123456789"

} ]

oA

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

I

"id" : 778335,

"time" : "2016-04-26T16:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name

Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630

user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

14
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* Agreement file name
* Agreement file mime type
* Agreement file size

» Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID

* Signee name

» Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

» Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o

Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3

» Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

> Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

o More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

» Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

o TBS explanation is extended
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Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Agreement Version : 1.19

* Date of Change : 2024-04-17
* Logs
o Watermark logo added

o Verification page logo changed

Reference Documentation
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Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance





(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory
* created in a way that allows the signatory to retain control

* linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

» Swedish BankID

* Norwegian BankID

* Finnish strong identification

* Danish MitID - MitID on LOA level substantial

» SMS Signature - A signature created by responding to an SMS with context specific content.





* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

Highest Level of Assurance and trust.

created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.
* Legal equivalence to a handwritten signature in many jurisdictions.
Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

e Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric





encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing

To sign an agreement a number of actions need to be executed:





* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.





Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.





Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log

Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,





supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.





Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.
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* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-qes.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64
encoded.

 tbsHidden - Data signed in the detached CMS signature, base64 encoded.

11





More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

 User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

12





API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.
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 signatureMethod - Will be sms-signature.
e OTP - One Time Password.
How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + mobile + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

¢ OTP - One Time Password.
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How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?
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